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3apeructpuposaHo B MuHtocte Poccumn 31 maa 2013 r. N 28608

SENEPAINBbHASA CNTYXXBA NO TEXHUYECKOMY U 3KCMNOPTHOMY KOHTPOIJIIO

NMPUKA3
ot 11 cheBpans 2013 r. N 17

OB YTBEPXXOEHUUN TPEEQBAHVIVI 5
O 3ALLNTE UHOOPMALIUN, HE COCTABNAIOLLEN TOCYAAPCTBEHHYIO TAUHY,
COOEPXALLUENCHA B rOCYOAPCTBEHHbIX MUH®OPMALIMOHHbIX CACTEMAX

CnMcoK N3MEeHSLWNX JOKYMEHTOB
(B pea. MNMpukaza PCTIK Poccum ot 15.02.2017 N 27)

B cooteBeTctBUM C 4YacTblo 5 ctatbm 16 PepepanbHoro 3akoHa oT 27 uwona 2006 r. N 149-03 "O6
nHOpMaUmmM, MHPOPMAaLMOHHBIX TexHomnormax v o 3awute wuHdopmaumm" (CobpaHve 3akoHogaTenbCcTBa
Poccuickon ®egepaummn, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, c1. 2038; N 30, cT1. 4600; 2012,
N 31, crt. 4328) u [llonoxeHnem o ®depepanbHOM cnyxbe MO TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOIO,
yTBEpPXAEHHbIM Ykasom [lpesngeHta Poccuiickon ®epepaumm ot 16 asrycta 2004 r. N 1085 (CobGpaHue
3akoHogaTtenbcTBa Poccuinickon ®enepaunn, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT1. 4921; N
47, cT. 5431; 2012, N 7, cT. 818), npukasbiBalo:

1. YTBepauTb npunaraemble TpeGoBaHWA O 3awuTe MHOpPMaLMKU, HE COCTaBMAIOLEN rocyaapCTBEHHYHO
TalHy, coepaLleics B rocyaapCTBEHHbIX MH(POPMALIMOHHBIX CUCTEMAX.

2. YCTaHOBUTb, YTO yKa3aHHble B NyHkTe 1 HacToswero npukasa TpeboBaHUA NPUMEHATCA ONs 3alMThbl
MHGOPMaLIMM B rOCYAapCTBEHHbBIX MHPOPMAaLUMOHHbIX cuctemax ¢ 1 ceHTabpsa 2013 r.

[upekTop

®enepanbHoO CNyx0bl MO TEXHNYECKOMY
N 3KCMOPTHOMY KOHTPOSIO

B.CEJ/IMH

YTBEPXOEHDI
npukaszom GCTIK Poccum
oT 11 deBpans 2013 r. N 17

TPEBOBAHUA

O 3AWMTE UHOOPMALIUN, HE COCTABIJAIOWENA rOCYOAPCTBEHHYIO TAMHY,
COJOEPXALLENCA B rOCYOAPCTBEHHbIX UH®OPMALIMOHHbLIX CUCTEMAX

Cnncok N3MEHSILLNX JOKYMEHTOB
(B peq. Mpukasa PCTIK Poccunm ot 15.02.2017 N 27)

|. Obwume nonoxeHus

1. Hactosiwme TpeboBaHusa paspaboTaHbl B cooTBeTCTBMM ¢ PegepanbHbiM 3akoHOM OT 27 utonsa 2006 r. N
149-03 "O6 wvHpopmauun, WHHOPMALMOHHBIX TEXHOMorMax u o 3awwmte uHdopmaumn" (CobpaHue
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Mpuka3 PCTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017)
"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. ..

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.06.2019

3akoHogartenbcTBa Poccuinckon ®epepaumn, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N
30, ct. 4600; 2012, N 31, c1. 4328), a Takke C y4eTOM HaUMOHanbHbIX cTaHaapToB Poccuiickon denepaunm B
obnactn 3awuTbl MHOpMauun 1 B obractu co3gaHuMs aBTOMaTU3UPOBAaHHbLIX CUCTEM (Oanee - HauuMoHamnbHble
CTaHOapThl).

2. B pgokymeHTe ycTaHaBnuBawTcs TpeboBaHus K obecneyeHuio 3awuTbl MHOPMaUUKM OrpaHNYeHHOro
OOCTyna, He coepalllell CBeeHusi, COCTaBnNALLne rocygapCTBEHHYIO TaviHy (ganee - nHdopmaumsl), OT yTeUKn
Mo TEXHMYECKNM KaHanam, HeCaHKLUMOHMPOBAHHOIO AOCTYMNa, CneunanbHbiX BO3AEUCTBMI Ha Takylo MHopMaLmio
(HocuTenu nHdopmaumm) B Lensx ee A0ObIBaHUSA, YHUUTOXEHUS, NCKaXeHUsT nnn 6rnoknpoBaHusa JocTyna K Hew
(banee - 3awwmta nHdopmavrmm) npu 06paboTke ykazaHHOM UHOpMaLMN B rocyaapCTBEHHbIX MHAOPMALMOHHbIX
cucTemax.

HacTtosawue TpeboBaHusa MOryT npyMeHATLCA Ans 3awmTtbl obwenocTynHon nHdopmaumm, cogepxallencs B
rocy4apCTBEHHbIX MHOPMALMOHHBIX CUCTEMAX, AN OOCTMXKEHWUS Lenew, ykasaHHbIX B NyHkTax 1 n 3 vactu 1
ctatb 16 ®depgepanbHoro 3akoHa oT 27 wuona 2006 r. N 149-03 "O6 wuHGpopmaumu, MHHOPMAaLMOHHBIX
TEXHOMOrMsX 1 0 3awmTe nHdopmMauun®.

B pokymeHTe He paccmatpuBaloTcd TpeboBaHusA O 3awmte MHgOopMauun, CBA3aHHbIE C MPUMEHEHMEM
Kpuntorpau4eckux MeTodoB 3aluTbl MHAOPMaLMn 1 WndpoBanbHbIX (KpunTorpadumyecknx) Cpeacts 3awmThbl
WHopMaLnn.

3. Hactoswme TpeboBaHus aBnsiotcs ob6a3atenbHbiMU Npy 06paboTke MHOPMaLuM B rocyaapCTBEHHbIX
MHOPMALIMOHHBIX cucTeMax, @YHKLUUOHMPYIOWNX Ha TeppuTtopun Poccuinckon Pepepaumm, a Takke B
MYHULMNAnNbHbLIX MH(OPMALMOHHBIX CUCTEMAax, €CN MHOe He YCTaHOBMEHO 3akoHopaTenbcTBoM Poccuiickon
degepaumm 0 MECTHOM CaMOYMNpaBneHNN.

Hactosiwume TpeboBaHUA He pacnpoCTPaHATCA Ha rocyAapCTBEHHblE WMH(OPMALMUOHHBIE CUCTEMDI
AomuHuctpaumn [pesngeHta Poccuiickon Pepepaumn, CoseTa besonacHoctn Poccuinickon ®egepauuu,
®epepanbHoro CobpaHus Poccuiickon depepaunu, MpasuTtensctea Poccuickon Pegepaumm, KOHCTUTYLUOHHOTO
Cypna Poccunckon Pepepaumm, BepxoBHoro Cyama Poccuiickon ®epepaummn un  ®PepepanbHoi  cnyxobl
6esonacHocTn Poccuickon Pegepaumm.

(8 pea. MNMpukaza PCTIK Poccum o1 15.02.2017 N 27)

4. Hactosiiwume TpeboBaHusa npepHasHayveHbl Ana obnagatenen nHgopmMalmm, 3akas3ymkoB, 3aKMHOUUBLLNX
rocydapCTBEHHbIA KOHTPaKT Ha co3fdaHue rocygapCTBEeHHON WH(OPMaUMOHHOW CUCTEMbI (Janee - 3akasuyuku) u
onepaTopoB rocyaapCTBEHHbIX MHPOPMAaLIMOHHLIX CUCTEM (Janee - onepaTopsbl).

Jlwuo, obpabaTbiBatoLLee MHGOPMaLWMIO, ABMASIOLWYIOCA rOCYAapCTBEHHbIM MHPOPMALIMOHHBIM PECYPCOM, MO
nopydeHuio obnagatens uwHdopmaumm (3aka3uvka) unuM  onepatopa W (MnNM) nNpegocTaBnslolWee UM
BblYMCMUTENbHbIE pecypcCbl (MOLHOCTKU) Ans obpaboTkn MHgOpMauuM Ha OCHOBAHMM 3aKMOYEHHOro Aorosopa
(manee - ynonHomoyeHHoe nuuo), obecneyvBaeT 3awmMTy MHGOPMaLuM B COOTBETCTBMM C 3aKOHOA4ATENbCTBOM
Poccuickon ®egepaummn 06 nHpopmaummn, MHHOPMaLMOHHbBIX TEXHOMOMMAX M O 3awmuTe nicopmaumun. B gorosope
JOmkHa ObITb nNpegycMoTpeHa 06583aHHOCTb YMNOSIHOMOYEHHOro nuua obecneuvBaTh 3awmMTy MHGOpPMaUuK,
ABMSAOLLENCA rocyaapCTBEHHbIM MHAOPMaLIMOHHBIM PECYPCOM, B COOTBETCTBUM C HacToAwmmMy TpeboBaHUsIMU.

5. Mpu obpaboTke B rocygapCTBEHHON WMHAOPMALMOHHON CcUCTEME WHopmauun, copepXallen
nepcoHanbHble [daHHble, HacToswme TpeboBaHus MpPUMEHSIOTCA Hapsay C  TpeboBaHusMM K 3awmTe
nepcoHanbHbIX AaHHbIX NpK UX 06paboTke B MHPOPMAaLMOHHBIX CUCTEMAX NEePCOHANbHbIX OAHHbIX, YTBEPXKOEHHbIX
noctaHosneHnem [lpaButensctBa Poccunckon @Pepepaumm ot 1 Hosbps 2012 r. N 1119 (CobpaHue
3akoHogartenbcTBa Poccuinckon ®egepauun, 2012, N 45, cT. 6257).

6. Mo peweHnio obnagartens mMHdopmauun (3akasdvka) unu onepatopa HacToswme TpeboBaHWst MoryTt
NPUMEHATLCA ANs 3almMTbl MHbopMaLuW, CoaepXKaLlencs B HErocyapCTBEHHbIX MH(POPMALMOHHbIX CUCTEMAX.

7. 3awuTa wnHOpMauMu, codepXkallencss B rocydapCTBEHHOM WHMOpPMaUMOHHOM cucTteme (panee -
MHpopMaunoHHasa cuctema), obecnevmBaeTcs NyTeM BbIMONHEHUA obnagaTtenem uHdopMauun (3akasvymkom) n
(vnn) onepatopom TpeboBaHMN K OpraHusaumm 3awuTbl MHOPMaLUK, codepXallencsa B MHAOPMaLUOHHOM
cucTteme, 1 TpeboBaHW K MepaM 3aLuTbl MHGOPMaL UK, coaepXallencs B MHOopMaLMOHHON cUcTeEME.
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(pea. ot 15.02.2017)
"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. ..

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.06.2019

[I. TpeboBaHuA k opraHnsauun 3awuTsl MHOPMaL MK,
coepxallemncs B UHOPMaLMOHHON cucteme

8. B wuvHdopmauMoHHON cucTeMe obbekTamy 3awuTbl SBASAKTCA WHOpmauns, coaepxallascs B
MH(OPMALIMOHHOW cucTeme, TexHUYeckne cpeactBa (B TOM YMCMe CpeactBa  BbIMMCIIUTENBHOW TEXHMKW,
MaLUWHHbIE HOCUTENW MHGOPMaLMK, CpeacTBa M CUCTEMbI CBA3W W Mepedayn OaHHbIX, TEXHUYECKMEe CpeacTBa
00paboTkm OykBEeHHO-LMGPOBOW, rpacdmnyeckon, BUOEO- 1 pe4eBon nHgopmalmm), obLecMcTeMHoe, NpuKnagHoe,
crneumanbHoOe nporpaMmmHoe obecneyeHne, WHAOPMALUMOHHbIE TEXHOMOMMW, a Takke CpeacTBa 3aluThbl
MHopMaunn.

9. [Ins obecneyeHuns 3awmTbl MHOPMaUUN, cogepxallencs B MHPOPMALMOHHOMW CUCTEME, OrnepaTopom
Ha3HayaeTCa CTPYKTYpHOE nogpasfiefneHve vnuM OOMMKHOCTHOe nuuo (paboTHMK), OTBETCTBEHHbIE 3a 3aluTy
WHopMaLnn.

10. ns npoBeaeHus paboT no 3awmTe nHpopMmaumm B xoae co3gaHus U akcnyataumm MHopmMaLuoHHOM
cuctembl obragateneMm uHgopmaumm (3aka3vyMkoM) M OMNepaTtopoM B COOTBETCTBMM C 3aKOHOLATENbCTBOM
Poccuiickon ®epepaumm  npu HEO6XOOMMOCTU  MPUBMNEKAIOTCA OpraHusauun, WMelWmne nUUEH3UI0 Ha
OeATenbHOCTb MO TEXHWYECKOM 3alumTe KoHduAeHumanbHoW uHdopmaumm B cooTBeTcTBUMM ¢ PepeparnbHbiv
3akoHoM OT 4 masa 2011 r. N 99-0®3 "O nuueH3mpoBaHuM oOTAENbHbLIX BUAoB AeatensHoctn" (CobpaHue
3akoHogartenbctBa Poccuickon ®epepaunm, 2011, N 19, c1. 2716; N 30, c1. 4590; N 43, cT. 5971; N 48, cT. 6728;
2012, N 26, cT. 3446; N 31, c1. 4322; 2013, N 9, cT. 874).

11. Ins obecne4veHus 3awwmTbl MHDOpPMaLMK, coaepxallencs B MHOOPMaLNOHHON cnucTteme, NPUMEHSIOTCS
cpencTBa 3alWmTbl MHOPMaUWK, NpoLueline oueHKy COOTBETCTBUS B dhopMe 0bs3aTenbHon cepTudukauum Ha
COOTBETCTBME TpeboBaHMsAM No 6Ge3onacHOCTU MHpOpMaLMN B COOTBETCTBUM CO cTaTben 5 depepanbHOro 3akoHa
oT 27 pekabps 2002 r. N 184-03 "O TexHu4eckom perynuposaHumn" (CobpaHue 3akoHopaTenbctBa Poccuiickon
depepaumu, 2002, N 52, ct. 5140; 2007, N 19, cTt. 2293; N 49, c1. 6070; 2008, N 30, c1. 3616; 2009, N 29, cT.
3626; N 48, ct. 5711; 2010, N 1, cT. 6; 2011, N 30, cT1. 4603; N 49, ct. 7025; N 50, c1. 7351; 2012, N 31, cT. 4322;
2012, N 50, cT. 6959).

12. 3awmTta mvHdopmaumm, cogepxallencs B MHPOPMaLMOHHON CUCTEME, SIBMISIETCA COCTABHOMW 4acTblo
paboT No co3gaHuio 1 AKcnnyaTaumm NHOPMaLMOHHOW CMCTEMbI 1 06ecnevmBaeTcs Ha BCcex cTagnsx (atanax) ee
c030aHus, B XOA4e 3KCcnnyaTtaumMu v BbiBOGa U3 JKChnyaTauuym nyTem NPUHATUMS OpPraHyM3aumoOHHbIX Y TEXHUYECKMX
Mep 3alWmuTbl MHMOPMauuW, HanpaBneHHbIX Ha O6noknpoBaHue (HeWTpanusauuio) yrpo3 6e30nacHoOCTM
nHdopmaumm B MHPOPMaLUOHHOM cuUCTeMe, B pamMKax CcucTeMbl (NogcMCTEMbl) 3awuTbl  MHGOPMALMK
NHOPMALIMOHHON CMCTEMBI (Janee - cuctema 3almTbl MHopMauum NHAOPMaLMOHHON CUCTEMBI).

(8 pea. MNMpukasa PCTIK Poccum o1 15.02.2017 N 27)

OpraHun3aumoHHbIE N TEXHUYECKME Mepbl 3alMTbl MHOPMaL MK, peannudyemble B pamMmKax CUCTEMbI 3aLLMTbI
MHdopMaunmn NHPOPMALIMOHHON CUCTEMbI, B 3aBMCUMOCTI OT MHopMaLmm, cogepxallencs B MHGPOpPMaLMOHHON
cucteme, uenen cosgaHmst UHAOOPMAaLMOHHON CUCTEMbI M 3adad, pellaembiX 3TOW MHGAOPMALNOHHOM CUCTEMOMN,
OOJDKHbI ObITb HanpaBneHbl Ha UCKITHOYEHME:!

HENpaBOMEPHbIX [[OCTyna, KOMMPOBaHWS, MNPEeOoCTaBMNEHNs WM pPacnpoCTpaHeHus  uHdopmaumm
(obecneyeHne KOHMAEHUMANBHOCTU MHpOpMaLUn);

HENpaBOMEPHbIX YHUUYTOXEHUS unu MoanduumMpoBaHus wuHdopmaumm (obecneyeHne LENOCTHOCTU
nHdopmaumm);

HenpaBoMepHoro 6nokmpoBaHns MHopmaunn (obecneveHne JOCTYNHOCTU MHpopmaLuun).

13. [lns obecneyeHnst 3almTbl UHpOpMaLNK, codepkalleics B MHPOPMaUMOHHOW CUCTEME, NPOBOASATCS
cneayroLmne MeponpusaTus:

dopmupoBaHme TpeboBaHWI K 3alMTe MHpopMaLmn, cogepxallencs B UH(POPMaLMOHHON CUCTEME;

pa3paboTka cucTeMbl 3aLLMTbl MHGOPMaLUM UHPOPMALIMOHHON CUCTEMBI;
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[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.06.2019

BHEOpPEHNE CUCTEMbI 3aLlLnTbI VIHCbOpMaLI,VIVI VIHCpOpMGU,VIOHHOVI CUCTEMBbI;

atTectauus MHOPMALMOHHOW cuUCTeMbl MO TpeboBaHWSAM 3awWmTbl MHPOPMaLMK (ganee - aTTecTauund
NMHOPMAaLIMOHHON CUCTEMbBI) U BBOA €€ B AENCTBME;

obecneyeHne 3aWwmThbl VIH(bOpMaLJ,VIVI B XO4e 3Kcnnyataumn aTTecToBaHHOM I/IHCbOpMaU,VIOHH017I CUCTEMBbI;

obecneyeHre 3awmTbl MHOPMaUUKM MNpU BbIBOAE M3 IKCNnyatauMuM aTTeCTOBaHHOM WH(OPMAaLMOHHON
CUCTEMbI UMK NMOCHe NPUHATUS peLleHnst 06 OKOHYaHUM 00paboTkn nHdopMaLmm.

dopmumpoBaHne TpeboBaHWI K 3aLLmMTe MHOPMAaLUK, coaepKaLlencs
B MH(POPMaLIMOHHOWN cucTteme

14. ®opmupoBaHve TpeboBaHWi K 3awmTe MHQOpMauun, cogepxallenics B MH(POPMaLMOHHON cucTeme,
ocyuwecTtBnseTcd obnagatenem MHgopmMauun (3aka3vymkom).

dopmupoBaHme TpeboBaHUW K 3awmte uHdopmaumu, cogepxawencs B MHAPOPMaLUOHHOM CUCTEME,
ocyulectBnsietcst ¢ yyetom FOCT P 51583 "3awwmta nHdopmaumn. Mopsgok cosgaHusi aBToMaTU3MpOBaHHbIX
cucTeM B 3awyumuieHHom ucnonHeHun. Obwme nonoxenus" (ganee - FTOCT P 51583) n TOCT P 51624 "3awwmTta
nHdpopmaumm. ABTOMaTU3NpOBaHHbIE CUCTEMbI B 3aLLMLLEHHOM McnonHeHun. O6wme TpeboBaHua” (ganee - TOCT
P 51624) n B TOM Yucrie BKIHOYaET:

NPUHATNE peLlEeHnA O HeobXxoaMMOCTM 3aLUUTbI VIH(*)OpMaLI,VIM, co,qep>|<au.|,el7|0ﬂ B MHCbOpMaLlMOHHOVI CUCTEME;

Kknaccudukaumio  UHOOPMALMOHHOW cucTeMbl nNo  TpeboBaHwuaM  3awmTbl  MHGOpmauun (ganee -
knaccndukaums MHOPMaLMOHHON CUCTEMBI);

onpefeneHve yrpo3 6esonacHocTn MHopMaLMW, peanusaumsi KOTOPbIX MOXET MPUBECTM K HapyLleHWo
6esonacHocTn WHopmMauMm B MHMOPMALMOHHOW cucTeMe, M pa3paboTky Ha WX OCHOBE MOAENW Yrpo3
6esonacHocTy MHopmauuy;

onpegeneHue TpeGoBaHWii K cUcTeMe 3aLLMTbl MHOPMaLUM UHPOPMAaLIMOHHON CUCTEMBI.

14.1. Tlpn nNPUHATMM pelieHnss O HeobxooMMOCTWM  3awmTbl  MHoOpMauuM, coaepxalencs B
MHOPMaLIMOHHON cUCTeMe, OCYLLEeCTBNAEeTCS:

aHanu3 uenen cosgaHns WHAOPMAaLMOHHOW CUCTEMbl W 3ajad, pelaembiX 3TOW WH(OPMaLMOHHOW
cucTemom;

onpeneneHne nHgopmaumm, noanexatien o6paboTke B MUHPOPMALIMOHHOW cUCTEME;

aHalnn3 HOpMaTUBHbIX NMPAaBOBbIX aKTOB, METOAUYECKUX OOKYMEHTOB N HAaUMOHalbHbIX CTaHAAPTOB, KOTOPbIM
AOJ1KHa COOTBETCTBOBATb VIH(bOpMaLI,MOHHaFI cucrema,;

NPUHATUE peLleHnss O HeobXOAMMOCTW CO34aHWs cucTembl 3awuTbl MHGOpMauuM WHMOOPMAaLVOHHON
CUCTEMbI, a TakKe onpegeneHne uenen n 3agad 3awntbl MHpopmaumm B MHOOPMAaLMOHHOM CUCTEME, OCHOBHbIX
3TanoB CO3[4aHWs CUCTEMbl 3alinTbl MHAOPMaLMU MHEOOPMALMOHHOW cuUcTeMbl U PYHKUMIA No obecneyeHuto
3awmTbl MHopMauun, copepXxawencd B MHAPOPMaLMOHHON cucTeme, obnagartens vHdgopmMauun (3akasyuka),
oneparopa 1 YynoriIHOMOYEHHbIX L.

14.2. Knaccudpumkauma UHDOPMALMOHHOMW CUCTEMbI NPOBOAMTCA B  3aBUCMMOCTM OT  3HAYMMOCTWU
obpabaTtbiBaemon B Hel UHopmaunm 1 macwrtaba nHdopmMaumMoHHON cuctemsl (begepanbHbIi, PermoHanbHbIN,
0O BEKTOBbIN).

YcTaHaBnuBarTCsa TpU Knacca 3alULEHHOCTU WH(OPMALMOHHOW CUCTEMbI, OMNpedensolme YypoBHU
3alUULLIEHHOCTM cofepXallencs B Hel uHdopmaumn. Cambll HU3KUIA KNacc - TPETUNA, CaMblii BbICOKUIA - NEPBbIN.
Knacc 3aluuieHHOCTU WH(OPMAaLMOHHON CUCTEMbI onpefensieTcsas B COOTBETCTBUM C npunoxeHvem N 1 «k
HacTodawmM TpeboBaHMAM.

(8 pea. MNMpukasa CTIOK Poccum o1 15.02.2017 N 27)

www.consultant.ru CtpaHuua 5 ns3 31
HageXHasa npaBoBas noaaepXxka


http://www.consultant.ru/
http://www.consultant.ru/
consultantplus://offline/ref=680C31677AB46EDE5B6848B7ECBB22338545D07C70BE6525F16FD9106D5A0A84633440205B50D6E46A1C4068L6J
consultantplus://offline/ref=680C31677AB46EDE5B6855B9E0BB2233814DD2717CE03227A03AD715650A5094757D4F274550D0FB6A1715DEA3E309915855758D5FA18F8C61L0J

Mpuka3 PCTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017)
"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. ..

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.06.2019

Knacc sawuiieHHocTn onpegenseTcs Ans MHOOopMaLnoHHOM CUCTEMbI B LLeNIOM U, Npn HeobxoaumocTn, Ans
ee OTAernbHbIX CerMeHTOB (COCTaBHbIX YacTen). TpeboBaHue K Knaccy 3alluLLEeHHOCTU BKITOYAETCa B TEXHNYECKoe
3afjlaHue Ha co3faHue UHPOPMAaLMOHHON CUCTEMBI U (UNN) TEXHUYECKOe 3adaHne (YacTHOe TeXHMYEeCKoe 3aJaHme)
Ha co3faHne CUCTEMbI 3aluTbl MHPOPMALUN UH(OPMALIMOHHON cUCTeMbIl, pa3pabaTtbiBaemble ¢ yyetom OCT
34.602 "MIHpopmaumnoHHaa TexHonorms. Komnnekc ctaHgapToB Ha aBTOMaTU3NPOBaHHbIE CUCTEMBI. TexHuyeckoe
3aflaHue Ha co3gaHue aBToMaTtuanpoBaHHon cuctembl” (aanee - FTOCT 34.602), FTOCT P 51583 n TOCT P 51624.

Knacc sawmuieHHOCTM MHEOPMALMOHHOW CUCTEMbl MOAMNEXMT MepecMoTpy MNpyu U3MeHeHWM macluTaba
WH(POPMALIMOHHON CUCTEMBI UMK 3HAYMMOCTU obpabaTbiBaemMon B HEW UHhOpMaLUN.

PesynbTaTthl knaccudpukaumm MHHOPMaLMOHHON CUCTEMbI OPOPMMNAIOTCHA akTOM Knaccudukaumn.

14.3. Yrpo3bl ©6e3onacHoOCTM MWHGOPMaUUK ONpedensalTca Mo pesyfbTaTaM OLEHKM BO3MOXHOCTEN
(noTeHunana) BHELWHUX W BHYTPEHHWX HapyluTenew, aHanmsa BO3MOXHbIX YA3BMMOCTEN WMHAOPMAaLMOHHON
CMCTEMBbI, BO3MOXHbIX CNOCOBO0B peanusauun yrpo3 6e30nacHoOCTM MHopMaumn 1 nocrneacTeni OT HapyLUeHns
cBoncTB 6e30nacHOCTM uHopmaumm (KoHpMaEeHUNanbHOCTK, LEeNOCTHOCTU, AOCTYMHOCTH).

(8 pea. MNMpukasa CTIK Poccum o1 15.02.2017 N 27)

B kauyecTBe MCXOOHbIX OaHHbIX AN onpegeneHus yrpo3 6esonacHoCcTU uHgopmaumm mcnonb3dyeTcs H6aHk
OaHHbIX yrpo3 6e3onacHocTy nHdopmaumn (bdu.fstec.ru), Begenne kotoporo ocyulectensetcs PCTIOK Poccum B
COOTBETCTBMU C noAnyHkToM 21 nyHkTa 8 MNonoxeHusa o ®egepanbHOn cnyxbe No TEXHUYECKOMY U 3KCMOPTHOMY
KOHTpOStO, yTBepxaeHHoro Ykasom [lpesngeHta Poccuiickon Pepepauum ot 16 asrycta 2004 r. N 1085
(CobpaHwne 3akoHopgaTenbcTBa Poccunckon depepaumm, 2004, N 34, c1. 3541; 2006, N 49, c1. 5192; 2008, N 43,
cT. 4921; N 47, c1. 5431; 2012, N 7, cT1. 818; 2013, N 26, cT. 3314; N 53, c1. 7137; 2014, N 36, cT1. 4833; N 44, cT.
6041; 2015, N 4, cT. 641; 2016, N 1, cT. 211) (manee - 6aHk gaHHbIX yrpo3 6e3onacHocTy MHdopmauun GCTOK
Poccun), a Takke WHble WUCTOYHMKW, cogepXawue cBedeHus o6 yA3BUMMOCTAX W yrposax 6esonacHocTu
NMHpopmaunu.

(ab3au BeegeH Mpukaszom PCTIK Poccum ot 15.02.2017 N 27)

Mpn onpegeneHun yrpo3 6e3onacHOCTM WHAOPMAULMU  YYUTBIBAKOTCH  CTPYKTYPHO-(PYHKUMOHAamNbHbIE
XapakTepuCTUKN MHAHOOPMAaLIMOHHON CUCTEMBI, BKIIOYalOLMe CTPYKTYPY M COCTaB WHE(OPMaLMOHHOW CUCTEMBI,
dusnyeckne, norvyeckne, YHKUMOHAmNbHbIE UM TEXHOMNOrM4Yeckne B3aMMOCBA3N  MeXAdy CermMeHTamu
NHPOpPMaLIMOHHON CcUcTeMbl, c UHbIMN NHPOPMaLIMOHHBLIMU cuctemamm 7
NHOOPMALIMOHHO-TENEKOMMYHUKALNOHHBIMW  CETAMU, pexuMMbl 06paboTkn uHdopmaumm B MHPOPMALMOHHON
cucTeMe U B ee OTAEerNbHbIX CerMeHTax, a Takke WHble XapakTepucTUkn WHGPOPMaALMOHHON CUCTEMBI,
npMMeHseMble MHAOPMaLMOHHbIE TEXHOMOMMM U OCOBEHHOCTU ee (PYHKLMOHUPOBaHWS.

Mo pesynbTatam onpeaeneHus yrpos 6esonacHOCTM MHgopmaummn npn HeobxoauMocTu paspabaTbiBaloTcs
pekoMeHZauumn no KOPPEKTUPOBKE CTPYKTYPHO-(PYHKUMOHAMNbHBIX XapakTepucTUK WHMOPMAUMOHHOW CUCTEMBI,
HanpasreHHble Ha BroKMpoBaHue (HeWTpanusaumnio) oTaenbHbIX yrpo3 6e30nacHOCTU MHOpMaLmn.

Mogenb yrpo3 6esonacHoOCTV UHpopMaLMK oMKHa codepXaTb onucaHne MHPOPMaLMOHHON CUCTEMBI U ee
CTPYKTYPHO-(PYHKLUMOHAmNbHBIX XapaKTEPUCTMK, a Takke onucaHue yrpo3 6esonacHoCTM  MHdopMauuu,
BKMlOYalolllee oOnuncaHue BO3MOXHOCTEN Hapywutenei (Modenb Hapywutens), BO3MOXHbIX YSI3BUMOCTEM
MH(POPMALIMOHHOM CUCTEMBI, CMOCOGOB peanu3auuu yrpo3 6esonacHocTW WMHdopMmauuyu U nocneacTBui ot
HapyLLueHWs1 CBOICTB 6e30MacHOCTM MHpopMaLIMN.

Onsi onpepeneHus yrpo3 06e3onacHoCcTU WHgopMauum u pa3paboTkm mogenu yrpo3 6GesonacHoCcTH
MHOPMaLMM MPUMEHSAIOTCS METOAMYECKME OOKYMeHTbl, pasdpaboTaHHble u yTBepxaeHHble PCTIK Poccun B
COOTBETCTBMU C MOANYHKTOM 4 nyHkTa 8 lNonoxeHuss o degepancHoOnm cryxbe No TEXHUYECKOMY U 3KCMOPTHOMY
KOHTpoOnto, yTBepxaeHHoro Ykasom [lpesungeHta Poccunckon depepaumm ot 16 asrycta 2004 r. N 1085
(CobpaHue 3akoHogatenbcTBa Poccurickon ®enepaumn, 2004, N 34, c1. 3541; 2006, N 49, cT. 5192; 2008, N 43,
cT. 4921; N 47, cT. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHusi K cucTemMe 3aWnTbl WMHGOPMaUMM UHGPOPMALMOHHOM CUCTEMbI OMpeaenstTcsa B
3aBMCMMOCTM OT Kracca 3alULEeHHOCTM MH(OPMaLMOHHON cuCTeMbl M yrpo3 GesonacHoCTM MHdopMaumu,
BKJTHOYEHHbIX B MOAENb yrpo3 6e30nacHoCTV Hdopmaumm.
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Mpuka3 PCTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017)
"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. ..

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.06.2019

TpeboBaHusa Kk cucteme 3alnTbl MHOPMaUUM MH(POPMALMOHHOW CUCTEMbI BKHYAKTCA B TEXHUYECKOE
3afjlaHue Ha co3faHue UHPOPMAaLIMOHHON CUCTEMBI U (UNN) TEXHUYECKOE 3aaHue (YacTHOe TEXHUYECKoe 3aJaHune)
Ha co3faHne CUCTEMbI 3aluTbl MHPOPMALUN MH(OPMALIMOHHON cUCTeMbIl, pa3pabaTtbiBaemble ¢ yyetom OCT
34.602, TOCT P 51583 n FOCT P 51624, n gomkHbl B TOM YMCne cogepaTthb:

uenb 1 3agayn obecneveHms 3allmThbl VIH(*)OpMaLI,VIVI B MH(It)OpMaLJ,VIOHHOVI CUcCTemMe;
Knacc 3alunueHHOCTHn VIHCbOpMaLI,VIOHH017I CUCTEMBbI;

nepevyeHb HOPMATUBHbLIX MNPaBOBbIX aKTOB, MEeTOAMYECKMX OOKYMEHTOB W HalMOHallbHbIX CTaHAApPTOB,
KOTOPbIM OOJI’)KHa COOTBETCTBOBATb VIHQJOpMaU,VIOHHaFI CnUCcTemMa;

nepeyeHb 06bEKTOB 3aLMTbl MHGHOPMAaLMOHHON CUCTEMBI;
TpeboBaHVa K Mepam 1 cpeacTBam 3awuTbl MHOPMaLNK, MPUMEHAEMbIM B MHOPMaLMOHHON CUCTEME;

cTaguwu (atanbl paboT) co3gaHusi CUCTEMbI 3aLMThl HPOPMAaLIMOHHON CUCTEMBI;
(ab3au BeeaeH Mpukasom PCTIK Pocecum o1 15.02.2017 N 27)

TpeboBaHMsA K NOCTaBMSEMbIM TEXHUYECKMM CPEACTBaM, NporpammMHOMY obGecneyeHnto, CpeacTBam 3allmThl
WHopMauuu;
(ab3au BeeaeH Mpukasom PCTIK Pocecum ot 15.02.2017 N 27)

dhyHKLMM 3aKa3umka 1 onepaTopa no obecneyeHunto 3almnTbl MHOPMaLuK B UH(POPMaLMOHHON CUCTEME;
(ab3au BeeaeH Mpukasom PCTIK Poccum o1 15.02.2017 N 27)

TpeboBaHMa K 3awwuMTe CpPeacTB M cucteM, obecneumBalowmx QYHKLMOHMPOBaHUE WHGOPMaLNOHHON
cuctembl (obecnedmBaroLen MHPPaACTPYKTYpE);
(ab3au BeegeH Mpukaszom PCTIK Poccum o1 15.02.2017 N 27)

TpeGoBaHuA K 3awWwuTe MHopmaLmm Npy MHOPMaLMOHHOM B3aUMOAEWCTBUM C MHBIMU MHGOPMAaLMOHHBIMU
cuctemMaMu U MHPOPMALMOHHO-TENEKOMMYHMKALUMOHHBIMA  CETSIMU, B TOM 4uclle C  WHPOPMaLMOHHbIMU
cUCTeEMaMU YMOJNIHOMOYEHHOIO fvua, a Tawkke Mpu MPUMEHEHWU BbIMUCIUTESNBHBIX PECYPCOB (MOLLHOCTEN),
NpeaocTaBnsieMblX YNoSIHOMOYEHHbIM NULOM A1 06paboTku MHGOPMaLUK.

Mpw onpeaeneHun TpeboBaHWi K cucTeMe 3amTbl MHpopMaLn NHPOPMALIMOHHOW CUCTEMbI YUUTBIBAKOTCH
NonoXeHnst NonNuTUK obecneyeHnss MHPopMaLMOHHON Ge3onacHocTu obnapgartens mHopmMauum (3akasyuka), a
Takke NonuMTUK obecneyvyeHnss NHPOPMaLMOHHON Be30MacHOCTM onepaTopa 1 YNONHOMOYEHHOrO Nuua B 4acTu, He
npoTuBopeYvallen nonutukam obnagarens nHdopmaumm (3akas4dumka).

(8 pea. Mpukasa PCTIK Poccum o1 15.02.2017 N 27)

PaspaboTka cuctembl 3awuTbl MHOPMaLNM MHHPOPMAaLMOHHOW CUCTEMBI

15. PaspaboTka cucTembl 3awutbl MHOPMaLUM MHPOPMALMOHHON CUCTEMBbI OpraHusyeTcst obnagarenem
WHpopMaLnn (3aKas3unkom).

Pa3paboTtka cuctembl 3awWmTbl MHOPMALMN MHPOPMALNOHHON CUCTEMbI OCYLLECTBNSAETCH B COOTBETCTBUM
C TEXHWYECKMM 33adaHMeM Ha Co3fdaHue MHMOPMAaLMOHHOW CUCTEMBbI U (UNN) TEXHWYECKUM 3adaHueM (4acTHbIM
TEXHUYECKMM 3ajaHuMeM) Ha CO3[aHWe CUCTeMbl 3awuTbl MHPOPMaUMM MHPOPMALMOHHON CUCTEMBbI C Y4ETOM
FOCT 34.601 "MudopmaumoHHaa TexHonorus. Komnnekc cTaHgapToB Ha aBTOMaTU3MPOBAaHHbIE CUCTEMBbI.
ABTOMaTM3npoBaHHble cuctembl. CTagum cos3ganms” (ganee - FTOCT 34.601), TOCT P 51583 u TOCT P 51624 n B
TOM YMChe BKIOYaET:

NPOEKTUpOBaAaHNE CUCTEMbI 3aLLNTDI MH(bOpMaLI,I/II/I I/IH(*)OpMQLI,VIOHHOVI CUCTEMbl,

pa3paboTKy 3KCnnyaTauMoOHHOMW [OOKYMEHTauMM Ha CuUcTemMy 3awuTbl MHGOpMaumm MHEPOOPMAaLMOHHOWM
CUCTEMBI;

MakeTunpoBaHne wn TeCTUpoBaHMe CUCTEMbI 3allnUTbl I/IHd)OpMaLl,I/IM MH(bOpMaLI,I/IOHHOVI CUCTEMBI (an
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Mpuka3 PCTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017)
"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. ..

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.06.2019

HeobxoAMMOoCTH).

Cuctema 3awuTbl UHOpMaUMM UHGOPMALMOHHON CUCTEMbI HE [OOSDKHA NPEendATCTBOBaTb AOCTUXKEHWHO
uenen cosgaHms MHOOPMaLMOHHOM CUCTEMBI N €€ (PYHKLUOHMPOBAHMIO.

Mpu paspaboTke cuctembl 3awmTbl MHPOPMaUMKM UHPOPMALMOHHOW CUCTEMBI Yy4uTbIBaeTcs ee
WH(opMaLIMOHHOE B3aMMoaencTame c WUHBLIMN WHOPMAaLIMOHHBIMU cuctemamm "
WH(POPMALIMOHHO-TENEKOMMYHUKALIMOHHBIMK ~ CETSIMW, B TOM 4uCfle C  MHPOPMAUMWOHHBIMW  CUCTEMaMmn
YMOMHOMOYEHHOr0 Nuua, a Takke MPUMEHEHUEe BblYUCIIUTENbHBIX PECYPCOB (MOLLHOCTEW), npefocTaBnseMblX
YMOMHOMOYEHHbIM NULOM Anst 06paboTkn nHopmaLmm.

15.1. lNpn NpOEKTMPOBaHMM CUCTEMBI 3aLLNTbI MHbOPMaL MM MHGOPMAaLMOHHON CUCTEMBI;

onpeaenslTcsa TUMbl CyObeKToB AoCTyna (Nonb3oBaTenm, NPOoLEecChl U UHble CyObeKkTbl 4OCTyna) n 06beKTOB
Aoctyna, ABnsoWMXcs obbektamu 3awmTbl (YCTpOWCTBa, OOBEKTbl (havfoBOW CUCTEMbIl, 3amnyckaemble U
ncrnonHsemble Moaynu, obbeKTbl CUCTEMbI ynpaBrneHns 6asamm AaHHbIX, 00bEKTbl, co3gaBaemble MPUKNagHbIM
nporpamMmmHbIM obecneyveHrem, nHble 06BbEKTbI AOCTYNa);

onpeaensalTca MeToAbl ynpasrneHns OCTYNOM (QUCKPELIMOHHbIN, MaHAATHbIW, POSIEBOM UMW UHblE MeTOoAbl),
TUMNbl JocTyna (4TeHue, 3anucb, BbIMOMHEHWE WM WHble TUMbl JOCTyMNa) M nNpasBuna pasrpaHuyYeHns gocTyna
cybbekToB goctyna Kk obbektam goctyna (Ha OCHOBE CMUCKOB, METOK 6e30macHOCTW, POriel M WHbIX npasun),
noanexawume peanvsaunv B UHHOPMaLUMOHHOW CUCTEME;

BbIOMpalOTCA Mepbl 3awuTbl MHOpMaLMM, nognexaliue peanusauum B CUCTEME 3aluTbl MHOpMaLun
MHOPMAaLIMOHHON CUCTEMBI;

onpegensaTca BUAbI U TUMNblI CPeACTB 3aluMThl MHpopMaunn, obecneunBatrome peannsaumo TEXHUYECKNX
Mep 3awmTbl MHOpMauuu;

onpegensieTcsi CTPyKTypa CUCTEMbl 3alnTbl MHopMauun MHAOPMALMOHHOW CUCTEMbI, BKIHOYasi COCTaB
(KkonM4ecTBO) U MecTa pa3MeLLEHNS E€ SNEMEHTOB;

OCYyLLeCTBMSieTCA BblOOp CpeacTs  3awuTbl  MHAOpPMauuMM, CepTUMULMPOBAHHBIX Ha COOTBETCTBUE
TpeboBaHusaM no 6e3onacHOCTU MHGOPMALMKU, C YY4ETOM UX CTOUMOCTWU, COBMECTUMOCTU C UH(OPMALMOHHLIMMW
TEXHOMOrMAMM U TEXHUYECKMMU cpeacTBamMu, YHKUMA 6e30macHOCTM 3TUX CpPeacTB U O0CoBEHHOCTEN KX
peanusauumn, a Takke knacca 3almeHHOCTU MHPOPMaLMOHHOW CUCTEMBI;

onpegenstTca TpeboBaHUS K napaMeTpam HacTPOMKM NPOrpaMMHOro obecneyeHuns, BKoYas NporpaMMHoe
obecneyeHne cpeacTB 3awWwnTbl MHopMauun, obecneunBaroLLMe peanusaumio Mep 3awuTbl MHOpMaLUum, a Takke
yCTpaHeHWe BO3MOXHbIX YS3BUMOCTEN WH(POPMALMOHHONW CUCTEMbI, MPUBOASLLUMX K BO3HWMKHOBEHMWIO Yrpo3
6esonacHocTy Hpopmauuy;
(8 pea. Mpukasza PCTIK Poccum o1 15.02.2017 N 27)

onpenenslTca Mepbl 3aluMTbl  MHOpMaUMM NpU  UHPOPMALMOHHOM B3aUMOAENCTBUM C  WHBIMM
MH(POPMALIMOHHBIMIU  CUCTEMaAMU U MHADOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMIA  CeTSIMW, B TOM 4uUcne C
MHPOPMALIMOHHBIMI CUCTEMaMM YMONTHOMOYEHHOro N1ua, a Takke Npu NPMMEHEHUN BbIYUCITMTENbHBIX PECYpPCOB
(MowHoCTel), NpegocTaBnseMbIX YNONMHOMOYEHHBLIM NMLIOM Ans 06paboTku MHbopMaLni.

PesynbTaTbl NpOEKTUPOBaAHUA CUCTEMBI 3alLNUTbl MHOPMaLMKU UHPOPMALIMOHHON CUCTEMbI OTpaXalTcs B
MPOEKTHOW [JOKYMEHTauuMnm (3CKM3HOM (TEXHWYECKOM) npoekte u (unu) B paboven [OKymMeHTauuu) Ha
MH(OPMALIMOHHYI0 CUCTEMY (CMCTeMyY 3aluTbl MHAOPMaLMN MHPOPMAaLMOHHON CUCTEMBI), pa3pabaTtbiBaemblx C
yyetom OCT 34.201 "MHdopmauunoHHas TexHonorusi. Komnnekc ctaHgapToB Ha aBTOMaTU3NMPOBaHHbIE CUCTEMBI.
Buabl, KOMNNEKTHOCTL M 0603HaYeHNe JOKYMEHTOB MPU CO34aHUN aBTOMATU3MPOBaHHLIX cuctem” (ganee - FOCT
34.201).

MpoekTHas AOKYMEHTaUUA Ha WMHAOPMALMOHHYI CUCTEMY W (UNM) ee cucTemy 3alluTbl MHpopMaLMK
noasiexaT COrfacoBaHWio C ONepaTopoM MH(OPMALMOHHOW CUCTEMbI B Crlydae, ecrnv OH onpenenieH TakoBbiIM B
COOTBETCTBUM C 3akoHOAAaTENbCTBOM Poccuiickont ®egepaumm K MOMEHTY OKOHYaHWUS MPOEKTUPOBAHUS CUCTEMBI
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(pea. ot 15.02.2017)
"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. ..

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.06.2019

3aWuTbl MHoOpMaLun MHPOPMALIMOHHON CUCTEMbI U HE SABMSETCS 3aKka3ynMkoM AaHHOW WH(OPMaLMOHHON
CUCTEMBI.

Mpn oTCcyTCTBMM HEOBXOAMMBIX CPeacTB 3aluMTbl MHOpPMaLUN, CepTUMOULMPOBAHHBIX HA COOTBETCTBUE
TpeboBaHnssiM no 6Ge3onacHoCTM WHoOpMaumK, opraHudyeTcsi paspaboTka (mopaboTka) cpeacTB  3alUuThbl
WHpopMaumm un unx ceptTuduUKaumnss B COOTBETCTBMM C 3akoHogaTenoctBoM Poccuiickon ®Pegepauumn unu
NPOU3BOAUTCH KOPPEKTUPOBKA MPOEKTHBIX PeLleHMn Mo MHAPOPMAaLMOHHON CUCTEME U (Mnn) ee cucTemMe 3aluThbl
WHpopMaunm ¢ y4eTom (PYHKLMOHAMNbHbLIX BO3MOXHOCTEN MMEIOLMXCA CEePTUULMPOBAHHbBIX CPEeACTB 3alUuThl
WHpopmaumn.

15.2. PaspaboTka akcnnyaTaumoHHON OOKYMEHTAUUN Ha cUCTeMY 3alluTbl MHOpMaLumMmM MHAOPMaLNOHHOM
CUCTEMbI OCYLLECTBIISIETCA B COOTBETCTBUN C TEXHUYECKMM 3aaHMEM Ha Cco3faHue MHAOPMALNOHHOWM CUCTEMbBI U
(M) TeXHWYECKMM 3aaHMEM (4aCTHbIM TEXHUYECKUM 3aJaHMEeM) Ha co3JaHue CUCTEMbI 3allmTbl MHGOPMaLMK
MHOPMAaLIMOHHON CUCTEMBI.

OkcnnyaTaumMoHHasi [OKYMeHTauuMsi Ha CUCTeMy 3aluTbl MHopmaumm WHEGOPMALMOHHOW CUCTEMBI
paspabatbiBaetcs ¢ yyetom FOCT 34.601, TOCT 34.201 n FOCT P 51624 n gomxHa B TOM 4Yucne coaepxarb
onucaHue:

CTPYKTYpbl CUCTEMbI 3aLLMTbl MHpOpMaLUn MHPOPMaLMOHHON CUCTEMBI;

cocTaBa, MeCT YCTaHOBKM, MapamMeTpoB W ropsidka HacTPOMKM CpeacTB  3aluTbl  UMHGOpMaLmK,
nporpaMmmHoro obecnevyeHnst 1 TEXHUYECKMX CPeacTs;

npaBun 3KcnnyaTauuym cMCTeMbI 3aLLMTbl MHOPMaLIMN MHPOPMALIMOHHOW CUCTEMBI.

15.3. MNpun makeTMpoBaHMM U TECTUPOBAHUN CUCTEMbI 3aLUTbl MHpOpMaLMM MHAPOPMALMOHHON CUCTEMBI B
TOM YUCIE OCYLLIECTBSTCS:

npoeepka paboToCnOCOBHOCTM W COBMECTUMOCTU BblOpaHHbLIX CcpeacTB  3awuTbl  UHGOpMaummM ¢
NHOPMaLIMOHHBIMU TEXHOMNOMUSIMU Y TEXHUYECKMMUW CPEACTBAMM;

npoBepKa BbINONMHEHUS BblIOpaHHbIMKM CpeAcTBaMM 3awmTbl MHdOpMaumm TpeboBaHMi K cucteme 3awuThbl
NMHpopmaunm HHopMaLMOHHOW CUCTEMBI;

KOPPEKTMPOBKA NPOEKTHbIX pelleHui, pa3paboTaHHbIX Npu co3gaHun UHOPMALMOHHOW CUCTEMbI U (UNK)
CUCTEMbI 3aLWnTbl MHOPMaLUM MHOPMALIMOHHON CUCTEMBI;

abasau, uckrntoudeH. - MNMpukas PCTOK Poccum ot 15.02.2017 N 27.

MakeTupoBaHue cuctembl 3awmnTbl MHOpMaumMmM MHAPOPMAaLIMOHHON CUCTEMBbI U €e TeCcTMpOBaHWE MOXeT
NPOBOAUTLCS B TOM YMCIEe C UCMOMb30BaHMEM CPEACTB U METOA0B MOAENNPOBAHUS NHOPMALIMOHHBIX CUCTEM U
TEXHOMNOrMn BUpTyanuaawumu.

BHeapeHue cuctembl 3awyTbl MHpOpMaLMN MHPOPMALIMOHHOK CUCTEMBI

16. BHegpeHue cuctembl 3alimTbl MHOOPMaUMM MHAOPMALMOHHOM CUCTEMBbI OpraHuayeTca obnagartenem
NHGOPMaLMK (3aKa34MKOM).

BHegpeHve cuctemsl 3awmTbl HOpMaLnM NHPOPMaLIMOHHON CUCTEMbI OCYLLECTBMNSIETCH B COOTBETCTBUM C
NPOEKTHOW U 3KCNyaTauMOHHOW AOKYMEHTaUuen Ha cuctemy 3awmnTel MHpopmMauum MHPOPMaLMOHHON CUCTEMBI U
B TOM YMCIIE BKIIIOYaeT:

YCTaHOBKY 1 HAaCTPOWKy cpeACTB 3aluTbl MHpopMaLMKN B MHOPMALMOHHOK CUCTEME;

pa3paboTKy [OOKYMEHTOB, OMnpedenslluMx npaBuna U npoueaypbl, peanusyemMble onepaTopom Ans
obecrneyeHnss 3alUTbl UHGOPMaLMM B WHMOPMALMOHHOMW CUCTEME B Xode ee aKchnyatauuu (ganee -
opraHu3aLnoHHO-pacnopaauTenbHble JOKYMEHTbI MO 3aliuTe MHdopMaLum);
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Mpuka3 PCTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017) [okymeHT npegoctasneH KoHcynbTaHTlnoc

"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. .. Rata coxpanerus: 26.06.2019

BHeOpEeHNne opraHn3aunoHHbIX Mep 3allnTbl VIHCpOpMaLI,VIVI;
npegBapuTeribHble UCnblTaHUA CUCTEMbI 3aLLUTbI I/IHCbOpMaLI,I/II/I I/IHCbOpMaLl,I/IOHHOIZ CUCTEMBbI;
OMbITHYIO 3KCMJ1yaTaunio CUCTEMbI 3aLLUNTbI VIHQ)OpMaLWIVI VIHq30pMaLI,VIOHHOl7| CUCTEMBbI;

aHanu3 ysa3BMMOCTEN WH(OPMALMOHHOMW CUCTEMbI W MPUHATUE Mep 3awWuTbl MHOpMauUn no  ux
YCTPaHEeHMIo;

NnpueMoYHble UCnbliTaHNA CUCTEMbI 3alLUTbI VIH(*)OpMaU,I/II/I VIHCbOpMaLWIOHHOVI CUCTEMBbI.

K BHegpeHuio cucTembl 3alimTbl UHGOpMaLMM WMHGOPMALMOHHON CUCTEMbI MpUBNEKAEeTCs onepaTtop
WH(POPMALIMOHHON CUCTEMBbI B Crlydyae, €crnv OH OonpedenieH TakoBbiM B COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccunckon ®egepauum K MOMEHTY BHEOPEHMS CUCTEMbI 3aLLMThl MHpopMaUMm MHGPOPMALMOHHON CUCTEMbI N HE
ABMNSIETCA 3aKa34NKoM OAHHON MHAOPMALIMOHHONM CUCTEMBI.

16.1. YctaHOBKa M HacTpoKKka CpeactB 3awmtbl MHopMaumm B MHAOPMALMOHHOM CUCTEME AOSPKHA
NpoOBOAMTLCA B COOTBETCTBUM C IKCMyaTAUUMOHHOW [OOKYMEHTauMeh Ha CcuctemMy 3aliuTbl WHopmauum
WMH(POPMALIMOHHON CUCTEMBI U OKYMEHTaUMEN Ha cpeacTea 3awuTbl MHOPMaLMK.

16.2. PaspabatbiBaemble OpraHu3auMOHHO-pacnopsauTenbHble AOKYMEHTbl MO  3awuTte WHpopMaumu
OOIDKHbI ONpeaensaTb npasuna v npoueaypsb!:

yrnpaBneHus (aAMUHUCTPUPOBAHUSI) CUCTEMON 3aLUUTbl MHGOPMaLUM MHPOPMAaLIMOHHON CUCTEMBI;

BbISIBMIEHNS MHUMAEHTOB (OOHOro COOLITUA WUMK FPyMnbl COBLITMIN), KOTOpPblIE MOrYT NPMBECTU K cboaM mnu
HapyLlweHnio YHKLUMOHUPOBaHNA WHMOPMALMOHHON CUCTEMblI M (MM) K BO3HWMKHOBEHMWIO Yrpo3 6Ge3onacHocTu
nHdopmaumu (aanee - MHUMAEHTLI), U pearnpoBaHus Ha HUX;

yrpaBneHus KoHdurypauuen attectoBaHHON MHAPOPMAaLIMOHHON CUCTEMbI U CUCTEMbI 3aLUUTbl MHOpMaLmm
MHOPMaLIMOHHOW CUCTEMBI,

KOHTpOns (MOHMTOPUWHra) 3a obecneyeHMeM YpPOBHS 3aLUULLEHHOCTU MHAOpMauUuKU, coaepxallencs B
WHOPMAaLIMOHHON CUCTEME;

3awmTbl MHdOpMauMM Npu BbiIBOAE W3 3KCnnyatauuv MHGOPMALMOHHOW CUCTEMbl MM MOCMNe MPUHATUSA
peLleHns 06 oKoHYaHMn o6paboTkn nHopMaumm.

16.3. Mpu BHeAPEHUN OPraHN3aLMOHHBIX Mep 3aLUMThl MHCOPMALIMK OCYLLECTBNSAITCS:

peanu3auusi NpaBun pas3rpaHUYeHnss 4OCTyna, pernameHTUpyLWmMX npaesa AocTyna CyObeKTOB AocTyna K
obbeKkTam gocTyna, U BBEAEHWE OrpaHMYeHuUin Ha AEWUCTBMS MONb30BaTernien, a Takke Ha U3MEHEHWe YCroBUN
3KcnnyaTauumn, coctaBa 1 KOHpUrypaumm TEXHUYECKNX CPeaCcTB U MPOrpaMMHOro obecneyeHus;

npoBepka MOMHOTbI M OEeTanbHOCTM OMNUCaHWs B OpraHW3aLMOHHO-PacnopsaMTENbHbIX AO0KYMEHTax no
3awnTe MHopMaUuM AeiCTBUiA Nonb3oBaTtenei 1 agMUHUCTPaTOPOB MHADOPMALIMOHHOM CUCTEMBI MO peanusaumm
opraHM3aLUMoHHbIX Mep 3aluUTbl MHGOPMaLK;

oTpaboTka AeNCTBUIA OOSMKHOCTHBIX NWL M nogpasfeneHnid, OTBETCTBEHHbIX 3a peanusaumio Mep 3aluThbl
NMHpopmaunu.

16.4. TlpepnBapuTenbHble WUCNbLITAHMA CUCTEMBbI  3alnTbl  MHOPMaLUU  UHEPOPMALIMOHHON CUCTEMBI
nposogatca ¢ yyetom [OCT 34.603 "WHdopmauuoHHas TexHonorus. Buabl ucnbiTaHUn aBTOMaTU3MPOBAHHbIX
cuctem" (ganee - TOCT 34.603) n BknovaT NpoBepKy paboTocnocobHOCTU CUCTEMbI 3almTbl MHOPMaLMK
MH(OPMALIMOHHOW CUCTEMbI, @ TakkKe MNPUHATAE pPEeLUEHUs O BO3MOXHOCTM OMbITHOW 3JKChnyaTaumM CUCTEMbI
3aWmThl MHGOPMaUUK MHGPOPMALMOHHON CUCTEMBI.

16.5. OnbITHaa aKcnnyatauMs CUCTEMbI 3alMTbl MHAOPMaLMKM MHOOPMALMOHHON CUCTEMbI MPOBOAUTCS C
yyetom [OCT 34.603 wu BkMwYaeT npoBepky @YHKUUOHUPOBAHUA CUCTEMbl  3aluTbl  MHGOPMAaLMK
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(pea. ot 15.02.2017)
"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. ..

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.06.2019

WH(POPMALIMOHHON CUCTEMbI, B TOM 4WCIie peanu3oBaHHbIX Mep 3aluuTbl MHOpMaLUW, a TakkKe FOTOBHOCTb
nonb3oBatene M aaMUHUCTPATOPOB K 3JKCAMyaTauum CUCTeMbl 3allMTbl WHOpMaUMM MHEOPMALMOHHON
CUCTEMBI.

16.6. AHanu3 yasBMMocTen WMHPOPMALMOHHOW CUCTEMbI MPOBOAMTCA B LENsSX OLEHKM BO3MOXHOCTU
NpeogonieHnst HapylwmTenem CUCTEMbI 3alMTbl MHOpMaUuM MHGOPMALMOHHOW CUCTEMBbI M MpenoTBpaLLeHus
peanu3auum yrpo3 6esonacHocTu nHcopmMaLmn.

AHanns yasBuMMOCTENW MHMOPMALUNOHHOW CUCTEMbI BKMOYAET aHanmM3 ys3BUMMOCTEW CPEACTB 3aliuTbl
WMHpopMaLnK, TEXHUYECKNX CPEeACTB U NporpaMMHoro obecneyeHns MUHPOPMaLNOHHOW CUCTEMBI.

Mpw aHanuse ya3BMMOCTEN MHPOPMALIMOHHOW CUCTEMbI NMPOBEPSETCHA OTCYTCTBME M3BECTHBIX YA3BUMOCTEN
CpPeAcTB 3alMTbl MHOPMaLUW, TEXHUYECKUX CpeaCTB M MporpammMHOro obecrneyeHus, B TOM 4ucrie C y4eToM
nHdopmaumm, uMerLlencs y paspaboTyMkoB M MOMNYYEHHOW W3 Apyrux OBLeaoCTYMHbIX UCTOYHUKOB,
NPaBWMbHOCTb YCTAHOBKM WU HAacTPOWKM CPEeACTB 3aliMTbl MH(OpMaunn, TEXHUYECKMX CPEeACTB M NporpammMHOro
obecneyeHnsi, a TakKe KOPPEKTHOCTb paboTbl cpeacTB 3awuTbl MHAOPMaLMK NpU UX B3aMMOAENCTBMU C
TEXHUYECKMMW CPEeACTBaMM 1 NPOrpamMmmMHbIM obecneyeHnem.

B cnyyae BbisIBNeHUA yA3BMMOCTEN WHMOPMALMOHHON CUCTEMbI, MNPUBOAALMX K BO3HWKHOBEHUIO
OONONHUTENbHBIX Yrpo3 6e3onacHOCTM WHgopMaumMm, MNpPoBOAMTCA YTOYHEHWE Moaenun yrpo3 6esonacHocTu
WHpopMaumm ©n nNpu  HeoBXOAMMOCTU NPUHUMAOTCA  OOMONHUTESNbHbIE  Mepbl  3aWwuTbl  MHAOPMaLMMK,
HanpaBlieHHblE Ha YCTpPaHEHWE BbISIBIEHHbLIX YA3BMMOCTEA WM UCKIHOYaoWMe BO3MOXHOCTb WUCMOSNIb30BaHUS
HapyLIMTENEM BbISIBMIEHHbIX YSI3BUMOCTEN.

Mo pesynbTatam aHanm3a ys3BMMOCTEN OOMKHO ObiTb NOATBEPXKOEHO, YTO B UHOPMALMOHHOW cucTeme
OTCYTCTBYIOT YSI3BMMOCTM, cofepxalumecs B 6aHke gaHHbIX yrpo3 6esonacHoctn uHdopmaumm PCTIK Poccun, a
TakkKe B MHbIX MCTOYHMKAX, UMK UX UCMOSIb30BaHUe (dKcnyaTauusi) HapymTenem HeBO3MOXHO.

(ab3au BeeaeH Mpukaszom PCTIK Poccum o1 15.02.2017 N 27)

16.7. MNpnemMoyHble MUCMbITaHUS CUCTEMbI 3aLmUTbl MHGOpMaUUM MHPOPMaLMOHHOM CUCTEMbI MPOBOASTCA C
yyetom FOCT 34.603 v BkmYaT MNPOBEPKY BbINOMHEHMS TpeboBaHWIA K CUCTEME 3alimTbl MHAOPMaLUK
WHOPMAaLIMOHHON CUCTEMbl B COOTBETCTBUM C TEXHUYECKUM 3aaHueM Ha co3faHume MHPOPMauUOHHOW CUCTEMBI
N (UNKN) TEXHUYECKMM 3afaHUEM (YAaCTHbIM TEXHUYECKUM 3aaHMEM) Ha CO3[aHue CUCTEMbI 3alnTbl MHOpMaLmMm
WHOPMAaLIMOHHON CUCTEMBI.

ATTecTtaums nHopmaLMOHHOM CUCTEMbI 1 BBOA €€ B AEeNCTBUE

17. ATTecTtaumsa MHOPMaLMOHHON CUCTEMbI OpraHuadyetcsa obnagarenem mMHgopMauun (3akazynkom) unm
onepaTopoM U  BKMYaeT npoBedeHWe KOMMMeKca OpraHu3aumMOHHbIX W TEXHUYECKUX MeponpusTUn
(aTTecTauMoHHbIX WCMbITaHUW), B pe3ynbTaTe KOTOPbIX MNOATBEPXOaeTcsa COOTBETCTBME CUCTEMbl 3aluThl
nHdopmaLmm MHHPOPMALMOHHOW CUCTEMBI HacToAWMM TpeboBaHUsM.

lMpoBedeHne aTTeCTAUMOHHBIX UCMbITAHUA  UHAPOPMAUMOHHOW  CUCTEMbI  OOSHKHOCTHBIMWA  nnLaMu,
OCYLLECTBMALWUMMN NPOEKTUPOBaHUE U (MNnN) BHeApEeHue CUCTeMbl 3alnTbl MHGPOpMaLUM WHGOPMaLMOHHON
CUCTEeMbI, HEe JonycKaeTcsl.
(ab3aL BBeaeH Mpukaszom PCTIK Poccum ot 15.02.2017 N 27)

17.1. B kayecTBe WCXOOHbIX [aAHHbLIX, HEOOXOOUMBIX Ans aTTecTauMn MHAOPMALUOHHOW CUCTEMBbI,
NCNonb3ylTCca MoAenb yrpo3 6e3onacHOCTU MHdOopMauuKn, akT Kraccudumkauum MHAPOPMALNOHHOW CUCTEMBI,
TEXHMYECKOE 3a[aHue Ha co3gaHMe WHGOPMAaUMOHHOM CUCTEMBbI U (MNM) TEXHWYEecKkoe 3afdaHue (4YacTHoe
TeXHUYecKoe 3ajaHue) Ha cosjaHue CUCTEeMbl 3alnTbl MHOPMaLMM UHPOPMALMOHHOW CUCTEMBI, MPOEKTHAs U
aKcnnyaTaumoHHas [OKyMeHTauusa Ha CcucTeMy 3aluTbl  MHOPpMauuUu  UMHEMPOPMAaLMOHHON  CUCTEMBI,
OpraHusaLmnoHHO-pacnopsanTenbHble AOKYMEHTbI NO 3awmte nHdopmauumu, pesynbTaTbl aHanusa ys3BUMOCTeN
WH(POPMALIMOHHON CUCTEMBI, MaTepuanbl npeaBapuUTENbHbIX U MNPUEMOYHBLIX WCMAbITAHUA CUCTEMbI 3alUUThI
WHpopmaumm MHEPOPMALMOHHON CUCTEMbI, @ TakKkKe WHble OOKYMEHTbl, pa3pabaTbiBaemMble B COOTBETCTBUM C
HacTodawmMy TpeboBaHuAMMU.

17.2. ATTectauusa MH(pOpPMaLMOHHOMN CUCTEMbI NMPOBOAUTCA B COOTBETCTBMM C NMPOrpaMmMon 1 Metoaukamm
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aTTeCTaUUOHHBIX MCMbITaHWA 00 Hayana obpaboTkum mHopmMauuu, noanexaiwlen 3awmte B MHADOPMAaLUNOHHOM
cucteme. [Insg nposegeHus atTectaumm MHPOPMaLNOHHON CUCTEMbI MPUMEHSIIOTCA HauMOHanbHble CTaHAapTbl, a
TaKkke MeTOoAMYEecKMe [OOKYMeHTbl, paspaboTtaHHble u yTBepxaeHHble PCTIK Poccum B cooTBETCTBUMU C
noanyHktom 4 nyHkta 8 [MonoxeHus o PepepanbHOW cnyxbe No TEXHUYECKOMY W 9KCMOPTHOMY KOHTPOFI,
yTBepxaeHHoro Ykasom lNpesngeHta Poccuiickon ®egepaumm ot 16 asrycta 2004 r. N 1085.

Mo pesynbTataM aTTeCTALMOHHbLIX WUCMbITAHUI OGOPMIIAIOTCA MPOTOKOSbI aTTECTAUMOHHbIX WCMbITAHWUNA,
3aKn4YeHne o0 COOTBETCTBUM MHMOPMALMOHHOM cucTemMbl TpeboBaHuam O 3awuTe mHdopmauMm n arttectat
COOTBETCTBMSA B Criydae NoMoXUTernbHbIX Pe3ynbTaToB aTTeCTaUMOHHbIX UCMbITAHUN.

Mpu nNpoBeAeHUN aTTECTALMOHHBLIX WCMbITAHUA OOMMKHbI MPUMEHSATLCS creylowme MeTodbl NPOBEPOK
(ncnbiTannn):
(ab3au BeegeH Mpukaszom PCTIK Pocecum ot 15.02.2017 N 27)

9KCMEePTHO-AOKYMEHTarnbHbli MeTod, NpeAycMaTpyBalOWMIA NPOBEPKY COOTBETCTBUSA CUCTEMbl 3aLUUThbI
nHopMaumMm MHGOPMALMOHHOW CUCTEMbI YCTAHOBMEHHbIM TpeboBaHUAM MO 3awuTe MHOpMauun, Ha OCHOBE
OLEHKN 9KCMyaTauMoOHHOMW AOKyMEHTauuW, OpraHvM3auMOHHO-pacnopsaguTernbHbiX AOKYMEHTOB MO 3awumre
nHdopmaLumm, a Takke yCnosun MyHKLNOHUPOBAHNS MHOPMALIMOHHOW CUCTEMBI;
(ab3au BeeaeH Mpukasom PCTIK Poccum o1 15.02.2017 N 27)

aHanu3 yas3BMMocTen MHEOPMAaLMOHHOMW CUCTEMbI, B TOM YMCIle BbI3BaHHbIX HENPaBWIIbHOW HACTPOMKOM
(koHUryprpoBaHMeM) NnporpammMHoro obecneyeHms 1 cpeacTs 3aLnTbl MHdopMaLmy;
(ab3au BBeaeH Mpukasom PCTIK Poccum o1 15.02.2017 N 27)

UCMbITAHMSA CUCTEMbI 3alUTbl MHAOPMALUM MNyTEM OCYLLECTBMEHMS MOMbITOK HECAHKLMOHUPOBAHHOTO
JocTtyna (Bo3aencTaunst) K MHOPMAaLMOHHOW cucTeme B 06xof ee CUCTEMbI 3aluTbl HGOPMaLUK.
(ab3au BeegeH Mpukaszom PCTIK Poccum o1 15.02.2017 N 27)

17.3. JonyckaeTca aTTectaums WMHPOPMALUOHHOW CUCTEMbI Ha OCHOBE pes3ynbTaToB aTTeCTauMOHHbIX
UCNbITaHUI BblAENEHHOro Habopa cermMeHToB MHAOPMALMOHHON CUCTEMbI, Peanu3yloLlwmx MOSIHYK TEXHOMOru
06paboTkn nHopmalun.

B sToM cnyyae pacnpocTpaHeHue aTTecTaTa COOTBETCTBMSI Ha ApYyrhe CermMeHTbl WH(OPMaLUOHHOW
CUCTEMBI OCYLLIECTBSIETCA MPU YCINOBUM UX COOTBETCTBUSI CErMEHTaM MHC(OPMALIMOHHOW CUCTEMBI, MPOLIEALLNM
aTTeCTaLUMOHHbIE UCMbITaHUS.

CerMeHT cuMTaeTcsl COOTBETCTBYHOLUM CErMEeHTY MHPOPMaLMOHHON CUCTEMbI, B OTHOLLEHWM KOTOPOro GbIni
npoBeAeHbl aTTECTALMOHHbIE UCMbLITAHUA, €CNX ONS YKa3aHHbIX CerMeHTOB YCTaHOBMEHbl OAMHAKOBble KMacchbl
3aLUMLLEHHOCTK, Yrpo3bl Ge3onacHoOCTM MHAOopMaLuUK, peann3oBaHbl OAMHAKOBble MPOEKTHbIe peLleHns Mo
MHPOPMALIMOHHOMN CUCTEME M ee cUCTEME 3alUTbl MHGopMaLWK.

CooTBeTCTBME CerMeHTa, Ha KOTOpblA  pacnpocTpaHseTcss aTTecTtaT COOTBETCTBUS,  CErMeHTY
MHPOPMALIMOHHOW CUCTEMbI, B OTHOLUEHWUW KOTOPOro ObiNn MpoBedeHbl aTTeCTauuoOHHbIe  MCMbITaHWS,
noaTBePXXAaeTcs B XOA4e NPUEMOYHbLIX UCMbITaHUN MHPOPMALIMOHHON CUCTEMBI UMN CErMEHTOB MHAOPMaLMOHHOM
CUCTEMBI.

B cermeHTax WHMOPMAUMOHHOW CUCTEMbI, Ha KOTOpble pacrnpoCcTpaHsieTcss aTTecTtaT COOTBETCTBUS,
onepatopoM obecrneumBaeTcsl COGnoAEHNE IKCNNyaTaunoHHON JOKYMEHTaUUM Ha cMcTeMy 3alliuTbl MHpopmaLmm
NHOPMALIMOHHOW CUCTEMbBI Y OpraHU3aLMOHHO-PACTOPSANTENbHBIX 4OKYMEHTOB MO 3aLLMTe MHGOpMaLUK.

OcobeHHOCT aTTecTauuMuM WH(OPMAaLMOHHOMW CUCTEMbl Ha OCHOBE pe3ynbTaToB aTTecTalMOHHbIX
UCnbiTaHWN BblaeneHHoro Habopa ee CerMeHToB, a TakkKe YCMNOBWUA M MOPAOOK pacrnpocTpaHeHus aTTecrtarta
COOTBETCTBUA Ha OpYyrne CerMeHTbl MHMOPMAaLMOHHOW CUCTEMbI OMPEdenslTcs B NporpamMme M MeToAMKax
aTTeCcTaLMOHHbIX UCMbITAHWIA, 3aKMYEHNN U aTTecTaTe COOTBETCTBUS.

17.4. MNoBToOpHas aTTectauus MHPOPMAaLMOHHOW CUCTEMbI OCYLLLECTBNAETCHA NO OKOHYaHWUU CpoKa OeNCTBUS
aTTecTata COOTBETCTBUS, KOTOPbIA HE MOXET MpeBbiaTb 5 NeT, WM NOoBbIWEHWs] Kracca 3alMLEeHHOCTU
MHpopmMaunoHHon cuctembl. lNpu yBenuyeHun coctaBa yrpo3 6Ge3onacHOCTU WMHOpMaUMM UM U3MEHEHWS
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NPOEKTHbIX PELUEHUI, peann3oBaHHbIX MPU CO34aHMN CUCTEMbI 3aLLMTbl MHpOpMauumn MHAPOPMaLMOHHOW CUCTEMbI,
NPOBOAATCS AOMONMHUTENbHbIE aTTECTALMOHHBIE UCMbITAHMSA B paMKkax AeNCTBYIOLWEro aTrectaTta COOTBETCTBUS.
(B pea. Mpukasa CTIOK Poccum o1 15.02.2017 N 27)

17.5. BBog B AencTBme MHOPMALNOHHOM CUCTEMBI OCYLLECTBNAETCHA B COOTBETCTBUM C 3aKOHOAATENLCTBOM
Poccuiickon ®egepaunm 06 Hpopmaumm, MHPOPMALMOHHBLIX TEXHOSOMMSAX U O 3awuTe MHopMaummn 1 ¢ y4eToM
FOCT 34.601 n npu Hanu4mMm aTTecTaTa COOTBETCTBUSI.

17.6. NHdopmauunoHHble cucteMbl, (YHKLUMOHUPYHOWNE Ha 0ase oblier WHppacTpykTypbl (CpeacTs
BbIYNCNIUTENBHON TEXHUKW, CEpPBEPOB TENEeKOMMYHUKaLMOHHOro 000opyaoBaHMs) B KayecTBe NPUKNagHbIX
CEpBMCOB, Nosiexar aTrecTalumn B COCTaBe yKazaHHOW UHPaCTPYKTYpb.

B cnyvae, ecnu wHdoOpMauMoHHass cucTeMa cosgaetcs Ha 6ase ueHTpa 00paboTkm  OaHHbIX
YMOMHOMOYEHHOr0 Nuua, Takom LLeHTp 06paboTkm AaHHbBIX OOIDKEH OblTh aTTECTOBAH MO KNaccy 3alUULLEHHOCTU He
HWXe Knacca 3allMLLEeHHOCTHN, YCTaHOBNEHHOrO Ansi Co3A4aBaeMon MHAPOPMALMOHHON CUCTEMBI.

Mpu atTectaumm WHMOOPMALMOHHOW CUCTEMbI AOMKHbI MCMOMb3YTCA pesynbTaThl arrectaumm obluen
NHApPaCTPYKTypbl onepaTtopa MHHPOPMAaLMOHHON CUCTEMBI.
(n. 17.6 BBegeH lNpukazom PCTIK Poccum ot 15.02.2017 N 27)

ObecneveHne 3aWunTbl MHOPMaLUKN B Xo4e 3KCnyaTaumm
aTTecToBaHHOM MH(OPMALMOHHON CUCTEMBI

18. ObecneveHune 3awmTbl MHPOPMALMM B X04e 3KCnnyaTtauum aTTeCTOBaHHOW MH(POPMALMOHHOW CUCTEMBI
OCYLLEeCTBMNAETCA OnepaTtopoM B COOTBETCTBUWM C 3IKCMMyaTaUMOHHOW [OKyMEHTauuenh Ha cucTemy 3aluThbl
nHOPMaLMM U OpPraHN3auNOHHO-paCcCNoOPAANTENBHBIMU OOKYMEHTaMu No 3awmTte MHgopMauun u B TOM 4ucne
BKIIOYaeT:

yrnpasneHne (aAMUHUCTPUPOBAHNE) CUCTEMON 3aLUUTblI MHOPMaLUN MHPOPMAaLIMOHHON CUCTEMBI;
BbISIBIIEHNE MHLWOEHTOB M pearmpoBaHnNe Ha HUX;

yrpaBneHne KoHdurypaumen arTtecToBaHHOM WHAPOPMALMOHHOW CUCTEMbI U €€ CUCTEMbl 3aluuThbl
MHdopMauuu;

KOHTPONb (MOHWUTOPWHT) 3a obecnevyeHVem YPOBHS 3alUMLLEHHOCTM WHOpMauuW, cogepxallencs B
MH(POPMaLIMOHHON CMUCTEME.

18.1. B xope ynpaBneHus (agMUHUCTPUPOBAHWSA) CUCTEMOM 3alnTbl UHOPMaLUM MHAOPMAaLMOHHON
CMCTEMbI OCYLLeCTBMAAITCS:

3aBefleHne N yparneHue y4eTHbIX 3anucen nornb3oBaTenew, ynpasneHue MoNHOMOYUSMU Monb3oBaTtenen
WHPOPMaLIMOHHON CUCTEMBI U NoSAEPKaHWe NpaBuI pasrpaHUyYeHns 4ocTyna B MHPOPMaLMOHHOW CUCTEME;

ynpaBneHue cpeacTeamMu 3awmTbl MHOpMauuM B MHPOPMaLMOHHOW cucteme, B TOM YuCie napameTpamu
HacTpoWkM nporpaMmHoro obecrneveHusi, BKIoYasi nporpaMmMHoe obecrnedeHne CpPeAcTB 3alumTbl MHOpMaLMK,
ynpaBneHne Y4YeTHbIMK 3anucsiMM Mofb3oBaTerniell, BOCCTaHOBMeHWe paboTocnocoGHOCTM CPeacTB 3alluThl
MHcpopMaLIMK, reHepaLmio, CMEHY 1 BOCCTaHOBMNEHWE naponei;

ycTaHoBKa OGHOBIEHMWIA MporpaMMHOro obecrneyeHus, BkMYasi nporpammHoe obecneyeHve cpencTs
3aWnThl MHGOPMaLUK, BbiMyckaeMbix pa3paboTynkamu (MPpOU3BOAUTENSMU) CPEACTB 3alUMTbl MHGOPMauuM unm
Mo UX NOPYYEHWUIO;

LEeHTpanu3oBaHHOe ynpaBfieHWe CUCTEMOM 3aluuTbl WHOPMAUMM  WMHOPMALMOHHOW CcUCTEMbI (Mpu
HeobxooMmMocTN);

perncTpaumst n aHanus codbiTUn B MH(OPMALIMOHHOM CUCTEME, CBSI3AHHbIX C 3aMTON MHopMauun (aanee
- cobbITna 6esonacHocTm);
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MHdopMUpoBaHMe nonb3oBatenen ob yrpo3ax GesonacHOCTVM MHOpMauuwW, O npaBunax IJKCnayaTauuun
CUCTEMbl 3aluTbl MHOPMALUN UH(OPMALIMOHHOM CUCTEMbI M OTAENbHbLIX CPEACTB 3aluTbl MHOPMaLuK, a
Takke nx obyyeHue;

conpoBoXaeHne (PyHKLMOHUPOBaAHUS CUCTEMbI 3aLUNTbI MHOPMALMU NMHEPOPMALIMOHHON CUCTEMBI B XO4E €€
aKcnnyaTaumn, BKITHOYas KOPPEKTUPOBKY aKcnnyaTaumoHHOM OOKyMeHTaumm Ha Hee "
OpraHM3aunoHHO-pacnopAANTENbHbLIX JOKYMEHTOB MO 3auTe MHopMaunm;

18.2. B x04e BbISBNEHMSA UHLMOEHTOB U pearnpoBaHns Ha HUX OCYLLIECTBASIOTCS:
ornpeaeneHue nuu, OTBETCTBEHHbIX 3a BbIIBJIEHNE UHLMAOEHTOB 1 pearnpoBaHne Ha HUX;

obHapyXkeHne 1 wuaeHTUMKAUMA WHUMOEHTOB, B TOM 4ucrie OTKa3oB B obcnyxusaHuu, cboes
(nepesarpy3ok) B paboTe TeXHUYECKUX CPeAacTB, NporpaMMHoro obecnevyeHus n cpeacTts 3awmtbl nHGopMaLmm,
HapyLeHWn npaBui pasrpaHMYeHns AOCTyna, HernpaBOMEpPHbIX OeNcTBui no cbopy uHdopmauuv, BHeOpPeHUn
BPEAOHOCHbIX KOMMbIOTEPHbIX MPOrpamMm (BUPYCOB) U UHbIX COBLITUIA, NPUBOASALLMX K BO3HUKHOBEHWNIO UHLIMOEHTOB;

cBOEeBpeMeHHoe I/IH(*)OpMVIpOBaHVIe Mg, OTBETCTBEHHbLIX 3a BbldBJ1IeHNEe MHUMOEHTOB U pearnpoBaHune Ha
HWUX, O BOSHUKHOBEHUN MHLUMNOEHTOB B VIHd)OpMaLI,VIOHHOVI cucrtemMe nosfb3oBarendamm n agMMHUCTpaTopamMu;

aHanu3 MHUMOEHTOB, B TOM 4uCne onpeferieHne UCTOYHUKOB WM NPUYMH BO3HMKHOBEHUS MHLUMAEHTOB, a
Takke OLeHKa UX NocrneacTBUn;

NnaHMpoBaHWe W MPUHATAE Mep MO YCTPaHEHU WHUWAOEHTOB, B TOM 4WC/le MO BOCCTAHOBIIEHMIO
NHAOPMALIMOHHOW CUCTEMBbI U ee CerMEeHTOB B Cnyyae oTkasa B 0OCnyxuBaHWM unu nocrie cboeB, YCTPaHEHWIO
NOCNeACTBUN HapyLLeHWs MpaBui pasrpaHudeHus JocTyna, HempaBOMEpPHbIX AeNcTBun no cbopy uHdopmaumm,
BHEOPEHWS BPEOOHOCHbIX KOMMbIOTEPHbIX MPOrpaMM (BUPYCOB) U MHbIX COBLITUN, NPUBOASALLMX K BO3HUKHOBEHUIO
WHUMOEHTOB;

nnaHnpoesaHune n nNpuHATUE Mep no npegoTepalleHno NOBTOPHOIo BO3HUKHOBEHNA MHLUWMOEHTOB.

18.3. B xoge ynpaBneHus KoHdwurypaumen aTTrecToBaHHOM WMHAOPMALWNOHHOW CUCTEMbI U €e CUCTEMbI
3aLWuUThl MHOPMAaLUKN OCYLLECTBIIAIOTCSH:

noagepxxaHve KoHdurypaumm MHPOPMaLUMOHHOW CUCTEMbI N €€ CUCTEMbI 3almTbl MHOPMaLUMK (CTPYKTYPbI
CUCTEMBbI 3alnTbl MHPOPMaLMU UHADOPMAaLIMOHHON CUCTEMbI, COCTaBa, MECT YCTaHOBKW U NapameTpoB HaCTPONKM
CpeAcTB 3awuTtbl MHOpPMauuW, MporpamMmHOro obecneyeHuss M TEXHUYECKMX CPeAcTB) B COOTBETCTBUMU C
9KCMNMyaTauMoHHOW AOKyMeHTauuen Ha cuctemy 3awmtbl MHopmauun (nogaepkaHue 6a3oBON KOHGUrypauum
WH(POPMAaLIMOHHON CUCTEMBI U €e CUCTEMBI 3aLUmTbl MHOpMaLun);

onpegerneHve nuy, KOTOpbIM paspelueHbl AeNCTBUS MO BHECEHWI0 M3MEHeHUn B 6a3oByl0 KOHuMrypaumio
WH(POPMALIMOHHON CUCTEMbI U €€ CUCTEMBI 3aLUnTbl MHOpMaLUK;

ynpaBneHne namMeHeHUssMn 6as3oBON KOHUrypauum nHAOPMALIMOHHOW CUCTEMbl U €e CUCTeMbl 3aluuTbl
nHdopmaumMu, B TOM uucne onpedeneHne TUMNOB BO3MOXHbIX M3MeHeHWn 6a3oBovi  KoHdurypauum
WH(POPMALIMOHHON CUCTEMbI U €€ CUCTEMbI 3awuTbl MHOPMaLMK, CaHKUMOHUPOBAHNE BHECEHUSI U3MEHEHWU B
6a3oByl0 KOHUrypaumo MHPOPMALIMOHHOW CUCTEMbI U €e CUCTEMbI 3aluUTbl MHAOPMaLMKN, JOKYMEHTMPOBaHNE
OEeVCTBUI NO BHECEHMIO U3MEHEHUI B 6a30BYH0 KOHMIypauuo MHOPMaLMOHHON CUCTEMbI U €€ CUCTEMbI 3aLNThI
NMHGOPMaLMK, COXpaHeHMe AaHHbIX 006 M3MeHeHusAXx Ga3oBow KOHdurypaumm MHPOPMAaLUOHHOW CUCTEMbI U ee
CMCTEeMbl 3aluTbl MHAPOPMALMK, KOHTPOMb OENCTBMI MO BHECEHMIO M3MeHeHW B 6a30Byl0 KOHurypaumio
WHPOPMALIMOHHON CUCTEMbI U €€ CUCTEMBI 3aLUnTbl MHOpMaLUK;

aHanu3 noTeHuManbHOro BO3AENCTBMA  MMaHWpyemblX W3MeHeHu B 6a3oBOM  KOHGUrypauum
MHOOPMALIMOHHOW CUCTEMbI M €e CUCTeMbl 3awWuTbl MHOpPMauuu Ha obecneyeHve 3awuTbl MHGOpMaumK,
BO3HMKHOBEHWE AOMOSHUTENbHBIX Yrpo3 6e3onacHocTM nHdopMaumMm u paboTocnocobHOCTb MHAOPMAaLVUOHHOM
CUCTEMBI;

onpeaeneHve napaMeTpoB HACTPOMKK MPOrpaMMHOro obecnedeHus, BKIloYasi nporpaMmMmHoe obecrnieveHue

www.consultant.ru CtpaHuua 14 n3 31
HageXHasa npaBoBas noaaepXxka


http://www.consultant.ru/
http://www.consultant.ru/

Mpuka3 PCTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017)
"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. ..

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.06.2019

CPeAcCTB 3aWnTbl MHOPMAaLUK, COCTaBa N KOHUIypaLmMn TEXHUYECKUX CPEACTB U NPOrpaMmMHOro obecneyeHus o
BHECEHUS W3MeHeHM B 0as3oByl0 KOHMUrypaumo WHPOPMALMOHHOM CUCTEMbI W €€ CUCTEeMbl 3aliuTbl
WHpopmauny;

BHeceHve nHgopmauun (aHHbIX) 06 n3ameHeHusix B 6a3oBor KoHdUrypaumm nHOpPMaLMOHHON CUCTEMbI U
ee cuctembl 3alnTbl MHGOPMaUMM B IKCMIyaTaUMOHHYIO OOKYMEHTaUMK Ha CUCTEMY 3aluTbl MHGOpMauum
MHOPMAaLMOHHON CUCTEMBI;

NPUHATME peleHns no pesynbTatam yrnpaBfieHust KOHUrypaumen O MOBTOPHOW —aTtTectauuu
NH(OPMALIMOHHOM CUCTEMbI UK NPOBEAEHUN OOMONHUTENbHBLIX aTTECTALMOHHbLIX UCMbITAHWUNA.

18.4. B xope koHTponsi (MOHMTOpPWHra) 3a oGecrneyeHWem YPOBHS 3aLUMLLEHHOCTM WHdopMaumu,
cofepalleincs B MH(OPMaLMOHHOW CUCTEME, OCYLLECTBISIOTCS:

KOHTPOIb 3a cobbITUAMM Be30nacHOCTU U ENCTBUSIMU MONb3oBaTenen B MHPOPMaLMOHHON CUCTEME;
KOHTPOIb (aHanu3) 3almWweHHOCT nHdopmaumm, cogepxalencs B UHPOPMaLMOHHON CUCTEME;

aHanm3 u oueHka (YHKUMOHMPOBAHUS CUCTEMbI 3alUMTbl MHGOPMaLUN MHAOPMALNOHHOW CUCTEMBI,
BKIOYas BbISBMEHME, aHanu3 n ycTpaHeHne HedoCTaTkoB B (DYHKLUMOHMPOBAHUN CUCTEMbI 3aLLMTbl MHOpMaLmm
WH(POPMALIMOHHON CUCTEMBI;

NepMOANYECKUN aHanu3 u3MeHeHust yrpo3 6e3onacHoOCTM MHOPMAaLMUM B WHAOPMALMOHHOW CUCTeEME,
BO3HMKAIOLLMX B XO4€ €€ 3KCnfyaTauun, 1 NpUHSATUE Mep 3alunTbl MHOPMaLMK B Criydae BO3HWKHOBEHWSI HOBbIX
yrpo3 6e3onacHocTn nHdopmaumm;

AOKYMEHTMpOBaHWe mnpoueayp W pes3ynbTatoB KOHTpons (MOHMTOpMHra) 3a obecnedyeHnem YpoBHS
3alULLIEHHOCTM MHAdOPMaLUK, cogepxallencsa B MUHPOPMaLMOHHOW CUCTEME;

NPUHATWE peLleHus No pe3ynbTaTaM KOHTPONsA (MOHWTOpUWHra) 3a obecneyeHneM YpPOBHS 3aLUMLLEHHOCTM
nHdopmaumm o popaboTke (MoAepHM3auMW) CUCTEMbI 3almTbl UHGOPMaUUM MHEGPOPMAaLMOHHON CUCTEMBI,
MOBTOPHOW aTtTecTaumMm WH(OPMALNOHHON CUCTEMbI UMM NPOBEAEHWMM [OMNOMHUTENbHBIX aTTeCTaUMOHHbIX
NCNbITaHUN.

ObecneyeHune 3alWmTbl MHOpPMaLIMK NPU BbIBOAE U3 3KCMnyaTauum
aTTecToBaHHON MHPOPMALIMOHHON CUCTEMBI UMW NMOCHE MPUHATUSA
peLueHust 06 okoH4YaHMM 06paboTKM MHGOPMaLMK

19. O6ecneyeHre 3alWmMTbl MHPOPMAaLMN NpY BbIBOAE U3 3KCMMyaTauum aTTeCTOBAHHOW MH(OpMaLMOHHOW
CUCTEMbI UMK Nocne NPUHATUS pelleHnst 06 oKoHYaHMK 06paboTkn MHpopMaLumK OCYLLECTBNAETCS ONepaTopoM B
COOTBETCTBMU C 3KCMIyaTauUOHHOM [OOKYMEHTauMen Ha cucTemy 3awutbl UHdopMaumm WHGOPMaLMOHHOM
CUCTEMbI W OpraHM3auVOHHO-PacnopsiAMTENbHBIMU JOKYMEHTaMM MO 3awuTe MHdopmauum M B TOM 4ucne
BKIIOYaeT:

apxvBupoBaHue uHdopmauun, cogepxatlencss B UHPOPMaLUNOHHON CUCTEME;

YHUUTOXEHNE (CTUpaHMe) AaHHbIX M OCTaTOMHOW WMHOpPMauMM C MaLUMHHBLIX HOCUTEenewn WHgopmauun u
(Mnn) YHUUTOXEHME MaLUUHHBIX HocuTenen nHdopmaumu.

19.1.  ApxmBupoBaHue uvHDOPMaLMKW, coAaepxawencs B  MHPOPMALMOHHOW  cucteme, [AOSMKHO
OCYLLECTBMNATLCS NPU HEOOXOAMMOCTM JaNbHENLWEro NCnosb3oBaHns MHopMaunn B eATENbHOCT onepaTopa.

19.2. YHUUTOXEHME (CTUpaHMe) AaHHbIX U OCTaTOYHOW MHOpMaLMN C MaLLUHHBIX HOcUTenen nHdopmMalmm
Npov3BOOUTCA NPU HEeObGXOAMMOCTU MnepedayvyM MalUMHHOIO HOCUTEeNs WHopMauum OpyroMy nosib30BaTesto
WH(POPMALIMOHHON CUCTEMbI UITM B CTOPOHHME OpraHuM3auuun OJ1 PEMOHTA, TEXHUYECKOro OOCNYXXMBaHWUS WIv
OanbHenLero YHNYTOXeHMS.

Mpv BbIBOAE M3 SKCMnyaTauMu MalUMHHBIX HOCUTEmNei WHGOPMauMK, Ha KOTOPbIX OCYLLECTBMSNUCH
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XpaHeHue n obpaboTtka MHopmMauuKn, ocyLlecTBNAeTca PUNYECKOE YHUUTOXEHME 3TUX MAaLUMHHBIX HOCUTEenen
WHpopmaumn.

lll. TpeboBaHMs kK Mepam 3aWMTbl MTHGOOPMALUK, coaepaLlencs
B MHCPOPMAaLIMOHHOWN cUCTEME

20. OpraHM3aUMoHHbIE U TEXHWYECKMe Mepbl 3awWwmTbl MHopMauun, peanusyemble B MHOPMALMOHHOM
cUCTEME B paMKax ee CUCTeMbl 3aluMTbl MHpopMaUMK, B 3aBUCMMOCTU OT yrpo3 GesonacHocTu MHdopmauuu,
UCNOMb3yeMbIX MHPOPMALIMOHHBIX TEXHOMOMMIA 1 CTPYKTYPHO-(DYHKLMOHANBHBIX XapakTepuUcTUK MHOPMaLMOHHON
CUCTeMbl J0IMKHbI 06ecneynBaTh:

naeHTnrKauuio n ayteHTumrkaunio cydbekToB 4OCTyNa U 06 BEKTOB JOCTYNa;
yrnpaBneHne JoCcTynom cybbekToB A0CTyNa K 00beKTaM A0CTYNa;

OrpaHn4eHne NporpaMMHON cpeabl;

3aLUNTY MALLUMHHBIX HOCUTENEN MHopMaLnu;

pervcTpaumio cobbITui 6e3onacHoCTy;

@HTUBMPYCHYIO 3aLUUTY;

obHapyxeHue (NpegoTBpaLLEeHNE) BTOPXKEHWUI;

KOHTPOMb (aHanu3) 3aluLLeHHOCT MHdopMaunm;

LLenoCTHOCTb MHAOPMALNOHHON CUCTEMBI U MHpOpMaLLMK;

[OCTYMHOCTb UHbopMauny;

3aWnTy cpenbl BUpTyanu3aumy;

3aLLUMTY TEXHUYECKMX CPEACTB;

3aWnUTy MHPOPMALIMOHHON CUCTEMBI, €€ CPEeACTB, CUCTEM CBSA3M U Nepefayvn AaHHbIX.

CocTtaB Mep 3aWwuTbl MHpopMaummn 1 ux 6a3oBble HabOPbI AN COOTBETCTBYIOLMX KIACCOB 3aLLMLLIEHHOCTU
MHPOPMALIMOHHBIX CUCTEM MNpuBeAeHbl B npunoxeHun N 2 k HacToswmm TpeGoBaHusAM.

20.1. Mepbl no mnageHTUMKauMM u ayteHTudmkaumm cyGbLEeKToB oCTyna M OB6beKToB A0CTyna AOMKHbI
obecneunBaTb nNpucBOeHMe cybbekTam M O0bekTam [OCTyna YHUKANbHOro npuaHaka (ungeHTtudmkaTopa),
CpaBHEHWe npeabsBNseMoro cybbektom (0ObekToM) goctyna uaeHTUdukaTopa C NepedyHeEM MPUCBOEHHbIX
nOeHTUMKaTOPOB, a Takke MNPOBEPKY MNPUHAONEXHOCTM cybbekTy (06bekTy) gocTyna npeabsBlIEHHOTO WM
naoeHTnukaTopa (NoaTBePXKaAeHUe NOANTMHHOCTH).

20.2. Mepbl No ynpaBreHWio 4OCTYNoM CyObeKTOB [oCTyna k o6bekTam ocTyna [OMmKHbl obecneynBaTb
yrpaBreHne npaBamMy M NpUBUIETVSMU CyGBEKTOB [[OCTyna, pasrpaHuMyeHue [ocTyrna CyObeKkToB [ocTynma K
obbekTam [OCTyna Ha OCHOBE COBOKYMHOCTM YCTAHOBSIEHHbIX B MH(OPMALMOHHOW cuUCTeMe TMpaBwun
pasrpaHuYeHns JOCTyna, a Takke obecneynBaTb KOHTPONb COBMIOAEeHMS 3TUX NpaBur.

20.3. Mepbl N0 OrpaHMYeHnIo NPOrpaMMHON cpeabl AOMKHbI obecnevmBaTb YCTaHOBKY 1 (MNnn) 3anycK TONbKO
pas3peLUeHHOro K MCMomnb30oBaHWI0 B MHAOPMaLMOHHOW CUCTEME MporpaMmMHOro obecneyeHuss unu ucknoyvaTb
BO3MOXHOCTb YCTaHOBKM W (MnM) 3anycka 3arpelleHHOro K MWCMonb3oBaHuoo B WHAPOPMAaLMOHHON cucTeme
nporpaMmMHoOro obecneyeHus.

20.4. Mepbl N0 3awWuMTe MalWHHBIX HocuTenenm uHdopmauun (cpeactBa 06paboTKM  (XpaHeHUus)
MHpOPMaLMM, CbEeMHble  MallMHHbleE  HOCUTENU  MHOpMauuM)  OOMKHblI  UCKMYaTb  BO3MOXHOCTb
HeCaHKLUMOHUPOBAHHOIO [0CTyNa K MallMHHBIM HOCUTENSAM W XpaHsWeNWcss Ha HUX uHdopmaumu, a Takxe
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HeCaHKLUMOHMNPOBaAHHOE UCMOJ1b30BaHNE CbEMHbLIX MALUMHHbIX HocuTenemn I/IH(bOpMaLI,I/IVI.

20.5. Mepbl no peructpauumn cobbiTnuin 6e3onacHoOCTM A0MKHbI obecneunBaTtb cOOp, 3annCb, XpPaHEHNE U
3aWmUTy MHdopMaLUun o cobblTuAX 6e3onacHOCTN B MHPOPMAaLIMOHHON CUCTEME, a Takke BO3MOXHOCTb MPOCMOTpa
N aHanunsa MHopmauumn o0 Takmx COBbITUMSX U pearnpoBaHNE Ha HUX.

20.6. Mepbl N0 aHTMBUPYCHOWN 3alUMTe OOMKHbI obecneyvmBaTb 06HapyXeHne B MHGOPMAaLMOHHOW cucteme
KOMMbIOTEPHBIX  nporpamm  nunbo WHOWM KOMMbIOTEPHOM WHopmauun, npegHasHayeHHon — Ans
HECaHKLMOHMPOBAHHOIO YHUUTOXEHUS, BNOKMpoBaHWs, MoandmKauum, KONMpPoBaHWUS KOMMNbIOTEPHOW MHOpMaLmnm
UNu HenTpanusaumm CpeacTB 3aluTbl MHPOPMaLMK, a Takke pearMpoBaHue Ha obHapyxXeHne 3TUX nporpamMm 1
MHopMaunn.

20.7. Mepbl no obHapyxeHuio (MpedoTBpaLleHnI0) BTOPXEHUW OOMKHbl obecneymBatb obGHapyxeHune
Oe’CcTBUA B MHPOPMALIMOHHON CUCTEME, HanpaBrieHHbIX Ha NpedHaMepeHHbIN HECAHKLMOHMPOBAHHLIN JOCTYN K
nHdopmaumm, cneumanbHble BO3AENCTBMS Ha WHPOPMALMOHHYIO CUCTEMY U (MnKn) uHOPMaUMIO B LEnsax ee
A0ObIBaHUS, YHUYTOXEHMWS, NCKaXKEeHNs U BNoKMpoBaHna JoCTyna K MHopMauuy, a Takke pearmpoBaHne Ha 3Ty
OencTBuS.

20.8. Mepbl no KOHTpOM (aHanu3y) 3almWweHHOCTU HOopMaUMK SOMKHbI 0BecneynBaTb KOHTPOSb YPOBHS
3alMLLEHHOCTM MHGOpMaLnK, cogepxallencs B MHOPMaLUMOHHOW CMCTeMe, MyTeM NpoBeAeHUss MePONpPUATUIA NO
aHanusy 3awuLeHHOCTM UHOPMAaLMOHHON CUCTEMbI U TECTMPOBAHMIO €€ CUCTEMbI 3aLUUTbl MHGOPMaLUK.

20.9. Mepbl no obecnevyeHuto LENOCTHOCTU WHGOPMALUMOHHON CUCTEMBbI U  UHGOPMALUN  OOMMKHbI
obecneunBaTb OOHapyxeHMe (aKTOB HECAHKLUOHMPOBAHHOIO HapyLlleHUs LenoCTHOCTU MH(OpMaLnOHHON
CUCTEMbI M cogepXawencd B Hen MHpopmauunm, a Takke BO3MOXHOCTb BOCCTAHOBMEHUS WHEOPMAaLMOHHOMW
CUCTEMbI 1 cofepKallencsa B Heln MHGopMaLuu.

20.10. Mepbl no ob6ecneyeHno 4OCTYMHOCTU MHGOPMaLMK A0MKHbI obecneymBaTb aBTOPU30BaHHbIA OCTYM
nons3oBarenen, MMeLNX npaea Mo TakoMy AOCTyny, K MHdOpmauun, copgepxaiwiencs B MHPOPMaLMOHHON
cucTeme, B LUTATHOM pexume OYHKLMOHNPOBaHUA NHOPMAaLIMOHHON CUCTEMBI.

20.11. Mepbl no 3awuTte cpefbl BUPTyanu3auuvm AOIDKHbI UCKIOYaTb HECaHKLMOHMPOBAaHHbBIN OOCTYN K
nHdopmaumu, obpabaTbiBaemMol B BUpPTyanbHOW WHAPACTPYKTYype, W K KOMMOHEHTaM BUPTYyasibHOW
NMHAPaCTPYKTYpbI, a Takke BO3AENCTBME Ha MHAOPMALIMIO N KOMMOHEHTLI, B TOM YMCIle K CpeAcTBaM ynpaBneHus
BMPTYyanbHOW MHMPACTPYKTYpPOW, MOHMTOPY BUPTYamnbHbIX MalIWH (rMNepBu3opy), CUCTEME XPaHeHUs AaHHbIX
(Bkntoyas cuctemy xpaHeHusi 06pasoB BUPTyanbHOW MHPPACTPYKTYpbI), CETU Nepegayn gaHHbIX Yepes dMeMeHThl
BMPTYyanbHOW nnu u3nyeckon UHMPaCTPYKTYpbl, FOCTEBLIM ONEPaLMOHHBIM CUCTEMaM, BUPTYanbHbIM MallvHam
(koHTEeMHepam), cucteme M CeTU pennuKauuv, TepMUHaANbHBIM U BUPTYarnbHbIM YCTPOWCTBaM, a Takke cucteme
pe3epBHOro KOMMPOBaHWNS U CO3AaBaeMblM €10 KOMUAM.

20.12. Mepbl No 3awuTe TEeXHUYECKUX CPEeACTB OOSTDKHbI MCKNoYaTb HECAHKUMOHUPOBAHHbLIA O0CTYN K
CTaUMOHApPHLIM TEXHUYECKMM cpeacTBaMm, obpabaTbiBalolwmM MHGopMaLuno, cpedcteaMm, obecneynBaroLLiMM
hyHKLMOHMPOBaHNE WHMOPMALMOHHOM cUCTeMbl (Qanee - cpeacTtBa obecneyeHust QYHKLUVMOHMPOBaHUSA), U B
NMOMeLLeHUSs1, B KOTOPbIX OHW MOCTOSIHHO PacnoNOXeHbl, 3aLuTy TEXHUYECKUX CPeACTB OT BHELUHNX BO3AENCTBUM, a
Takke 3awmTy nHdopmalmm, npeactaBneHHon B Buae MHPOPMaTUBHBIX 3NEKTPUYECKUX CUrHaMNoB U PU3NYECKMX
nonew.

20.13. Mepbl no 3awuTte WMHPOPMALMOHHOW CUCTEMbl, €€ CpPeacTs, CUCTEM CBA3M U nepefavn AaHHbIX
OOMKHbI obecneunBaTb 3aWWTy WHGOPMaUMM Mpu  B3aMMOLENCTBMM MH(OPMALUOHHOM CUCTEMbI UNKN ee
OTAENbHbIX CETMEHTOB C WUHbIMU MHPOPMALMOHHBIMU CUCTEMaMU U UHAOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU
ceTsaAMM MNOoCpeacTBOM MPUMEHEHUS apXUTEKTYpbl MHOPMALMOHHOW CUCTEMbI, MPOEKTHbLIX pELUEHUn Mo ee
cucTeme 3aWnTbl MHOPMaLMK, HanpaBeHHbIX HAa obecneyeHne 3almTbl MHbOpMaLUK.

21. Bbibop mep 3awuTbl MHOpMauMmM Ons Ux peanusaumm B MHOPMAaLMOHHOW cUCTeMe B paMKax ee
CMCTEMBI 3aLUMTbI MHPOPMaL MK BKIOYaET:

onpeneneHne 6asoBoro Habopa Mep 3alMTbl UHOPMALMK ANS YCTaHOBIIEHHOrO Kracca 3alluleHHOCTH
NHOPMALIMOHHOW CUCTEMBI B COOTBETCTBUMU C 6a3oBbIMU Habopamy Mep 3alumThl MHOPMaLUK, NPUBEOEHHbIMU B
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npunoxerHnn N 2 K HacTosawmm TpeboBaHUAM;

agjantauuio 6a3oBoro Habopa mMep 3awwnTbl MHPOPMALUN NPUMEHUTENBHO K CTPYKTYPHO-(PYHKLMOHANbHbBIM
XapakTepucTukam NHOPMaLIMOHHON CUCTEMBI, WMHOPMaLMOHHBLIM TEXHOIOrsAM, 0COBEHHOCTAM
PYHKLMOHNPOBAHNS MHCPOPMALMOHHOM CUCTEMBI (B TOM YMUCIEe NMPeayCcMaTpuBaloLLy0 UCKoYeHne M3 6a3oBoro
Habopa mep 3awmTbl MHpOpMaUMM Mep, HEMOCPEACTBEHHO CBSA3aHHbLIX C MHAOPMALMOHHBIMW TEXHOMOTUSMN, He
NCNONb3yeMbIMMU B WH(OPMALMOHHOW CUCTEME, UMM CTPYKTYPHO-(PYHKLUMOHAmNbHLIMA XapakTePUCTUKAMU, He
CBONCTBEHHbLIMU MHDOPMALMOHHOW CUCTEME);

YyTOYHEHNE aganTupoBaHHOro 6a3oBoro Habopa mMep 3aLmTbl MHOPMaLUUK C Y4ETOM He BblOpaHHbIX paHee
Mep 3awmTbl UHdOPMaLnK, NPUBEAEHHbIX B npunoxeHun N 2 K HacToswmm TpeboBaHWsiM, B pesynbTaTe 4ero
onpeaensalTcs Mepbl 3awmTbl MHdopMauun, obecnedvvBaowmne 6GnokMpoBaHWe (HeWTpanusauuil) Bcex Yrpos
6e3onacHoCTV MHpopMaLmn, BKITOYEHHBIX B MOAENb Yrpo3 6e30nacHoCTv MHopMauuu;

AonosfiHeHne YTO4YHEeHHOro apanTunpoBaHHOIoO 6asoBoro Ha6opa Mep 3aliunTbl VIHd)OpMaLI,VIVI mMmepamu,
obecneunBaoLMMM BbINONTHEHNE Tpe6OBaHVII7I O 3awunTte I/IH(*)OpMaLLI/II/I, YCTaHOBNTEHHbIMU UHBIMN HOPMATUBHbIMUA
npaBOBbIMM akKTaMun B obnacTtu 3awmThl I/IH(*)OpMaLI,I/IVI, B TOM 4mucne B ob6nacTtu sawuTbl nepcoHarbHbIX AAHHbIX.

Ons Bbibopa mep 3awuTbl MHOPMaL MU Ans COOTBETCTBYIOLLErO Knacca 3almweHHOCTU MHhopMaunoHHoN
CUCTEMbI MPUMEHSTCA METOAMYECKME [OKYMEHTbI, pa3paboTaHHble u yTBepxaeHHble PCTOK Poccum B
COOTBETCTBMU C MOANYHKTOM 4 nyHkTa 8 lNonoxeHuss o degepansHom cnyxbe No TEXHUYECKOMY UM 3KCMOPTHOMY
KOHTpOSt0, yTBEpXKaeHHOoro Yka3som NpesnaeHta Poccunckon depepaumm ot 16 asrycta 2004 r. N 1085.

22. B WHQOpMAUMOHHOW CUCTEME COOTBETCTBYIOLLEIO Knacca 3alluLIEeHHOCTUM B paMKax €€ CUCTEMbI
3aWuTbl MHOPMaLMMN OOMKHbI ObITb peann3oBaHbl Mepbl 3alnTbl MHOPMAaLMKN, BbiOpaHHbIE B COOTBETCTBUM C
nyHkTom 21 HacToswmx TpeboBaHui u obecneuvBatowme ONOKMpPoBaHWE (HEWTpanM3aumilo) BCeX Yrpo3
6e3onacHocTy MHpopmaumn.

Mpn aToM B WHAOPMALMOHHOM CUCTEME [OOfKeH ObiTb, KaK MWHMMYM, peanu3oBaH aaanTUPOBaHHbIN
6a3oBbli Habop Mep 3awmMTbl WHGOPMaUWW, COOTBETCTBYIOLLUA YCTAHOBMEHHOMY KMaccy 3aluMLEeHHOCTH
MHPOPMaLIMOHHON CUCTEMBI.

23. Tpn HEBO3MOXHOCTM peanu3auun B WHGOPMALMOHHOM CUCTEME B paMKax €€ CUCTEMbl 3aluThl
MHGOPMaLMM OTAENbHbLIX BbIOPaHHBIX Mep 3alnTbl MHpopMauumM Ha aTanax aganTtaumm 6asoBoro Habopa mMep
3alWmMTbl MHpOpMaUUM MM YTOYHEHUSA apanTupoBaHHoro 6asoBoro Habopa Mep 3awuTbl MHPOPMALMM MOTYT
paspabaTtbiBaTbCsl WUHblE (KOMMEHCUpyoLWme) Mepbl 3awuTbel UHdopmauuu, obecnedvBalolme agekBaTHoOe
OnokupoBaHue (HernTpanuaauuo) yrpo3 6e3onacHoCTn nHopmMaumm.

B atom cnyyae B xoge pa3paboTku CMCTEMBbI 3alimTbl MHOPMaUMM MHAOPMALNOHHOW CUCTEMbI AOSMKHO
ObITb  MpoBegeHO 0OOCHOBaHWE MPUMEHEHMSI KOMMEHCUMPYHOLMX Mep 3awutbl  MHOpMauuu, a npu
aTTECTALMUOHHBIX UCMBITAHUAX OLEHeHa AO0CTAaTOYHOCTb M afeKBaTHOCTb AaHHbIX KOMMEHCUPYKOLMX Mep Ans
6rokMpoBaHus (HerWTpanusauum) yrpos 6e3onacHoCTy MHpopmauuu.

24. Mepbl 3aWwuTbl MHpOpMaLUM BbIODUPAOTCA U peanu3yoTcs B MHPOPMALMOHHON CUCTEME B paMKax ee
CUCTEMbI 3aLUThl MHOPMALMK C Y4ETOM Yrpo3 6e30nacHOCTU MHpopMaLM MPUMEHUTENBHO KO BCEM 00BbEKTaM n
cybbekTam gocTyna Ha annapaTtHOM, CMCTEMHOM, MPUKNagHOM M CETEBOM YPOBHSAX, B TOM 4ucrne B cpene
BUPTYyanunsaumm n o6nayHbIX BbIYUCIIEHNIA.

25. OpraHusauuoHHble Mepbl U cpedcTBa 3awuTbl MHQOpPMauuW, MpPUMEHsieMble B UHEGOPMaLMOHHOM
cucTemMe, JOIMKHbl 0becneynBaTh:

B MHDOPMALMOHHBLIX cUcTeMax 1 Knacca 3aliMLLIEHHOCTU - 3alnTy OT yrpo3 6esonacHocT! MHdopMaLlmu,
CBA3aHHbIX C AENCTBUAMM HapYLUMUTENel C BbICOKMM NOTEHLUANoM,;

B MHOPMALMOHHBLIX CUCTEMaX 2 Kracca 3allMLLIEHHOCTU - 3aluTy OT yrpo3 6esonacHocTU MHdpopMaumu,
CBA3aHHbIX C AENCTBUAMM HapyLUUTenel C MOTEHLUMANoM He HXKE YCUITEHHOTo 6a30Boro;

B MHDOPMALMOHHBIX CUCTEMaXxX 3 Kracca 3alUMLLEHHOCTU - 3aluTy OT yrpo3 6esonacHocTU MHdpopMaumu,
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CBSI3aHHbIX C AENCTBMSIMU HapyLLUUMTeNen ¢ NoTeHUManom He Hke 6a3oBoro.

[MoTeHuuwan HapymnTenen onpeaensieTcs B X0A4e OLLEHKN UX BO3MOXHOCTEN, MPOBOAMMOM Npu onpeaeneHnm
yrpo3 6e3onacHoCT\ MHpopmMaumm B COOTBETCTBMM C NyHKTOM 14.3 HacTosawmx TpeboBaHuWiA.

OnepatopoM MOXeT ObiTb MNPUHATO pelleHne O MPUMEHEeHMU B  MHMOPMAaLMOHHON cucTeme
COOTBETCTBYIOLLErO Kracca 3alluLeHHOCTU Mep 3almTbl MHgopmauun, obecneymsarolimMx 3almTy OT yrpos
6esonacHoCTV MHpopMaLnn, peannsyemMbix HapyLLIMTeENsamMm ¢ 6bonee BbICOKMM MNOTEHLMAOM.

(n. 25 B pea. lMNMpukasa PCTIK Poccumn o1 15.02.2017 N 27)

26. TexHuyeckne Mepbl 3alLMTbl MHPOPMALMM peannsyloTcs NOCPEACTBOM NPUMEHEHUS CPeAcTB 3alluThbl
nHdopMaLmm, B TOM YMCME NPOrpamMMHbIX (MporpaMmMHO-annapaTHbIX) CPeAcTB, B KOTOPbIX OHU peanv3oBaHbl,
nmerLwmnx Heobxogmmble yHKUMM GesonacHocTu. Mpu aTom:

B I/IH(*)OpMaLI,I/IOHHbIX cuctemax 1 knacca 3awmueHHOCTH NPUMEHAKTCA CpeacTBa 3alUUThbI |/|H¢)opmau,v|v| He
HWxe 4 Knacca, a Takke cpeacTea BbIYMCNUTENbHOW TEXHNKM HE HWXKe 5 Knacca;

B VIHCbOpMaLI.I/IOHHbIX cuctemax 2 kKnacca 3almeHHOCTH NPUMEHAKTCA CpeacTBa 3alluUThbl I/IH(*)OpMaLI,I/II/I He
Hwxe 5 knacca, a Takke cpencrtea BbIYMCNUTENBbHOW TEXHNKM HE HWXKe 5 Knacca;

B MH(OPMALMOHHBIX cucTemax 3 Krnacca 3alUMLEeHHOCTU NPUMEHSAIOTCA CpeacTBa 3alumTbl MHopmauun 6
Knacca, a Takke CpeacTBa BbIMMCNUTENBHON TEXHUKN HE Hke 5 knacca.

B wuWHdopmaumoHHbIX cuctemMax 1 M 2 KNaccoB 3alULIEHHOCTM MPUMEHSIOTCS CpPeAcTBa  3aluThbl
MHopmMaunm, npolleane NpoBepKy He HWkKe 4YeM Mo 4 YPOBHIO KOHTPONSA OTCYTCTBUSI HeOeKnapupOBaHHbLIX
BO3MOXHOCTEMN.

Knaccel 3awwuTtbl onpegensanTcsa B COOTBETCTBUM C HOPMaTUBHbIMKU npaBoBbiMu akTamm GCTIK Poccuw,
N34aHHbIMW B COOTBETCTBUM C nognyHkTom 13.1 nyHkTa 8 MNMonoxeHusa o OegepanbHom cnyxobe no TEXHNYECKOMY U
3KCMOPTHOMY KOHTpOIto, yTBepxaeHHoro YkasoMm [NpesngeHTta Poccuiickon ®enepaunm ot 16 asrycta 2004 r. N
1085.

B MHOPMaLMOHHBIX cMCTeMax MPUMEHSAIOTCA CPeacTBa 3awmTbl MHOpPMauuW, cepTuduuMpoBaHHbIe Ha
cooTBeTCcTBME OobsizaTenbHbiM TpeboBaHuaM no 6esonacHocTu nHdopmaumm, yctaHosreHHbiM @CTIK Poccuw,
UnNn Ha cooTBeTCcTBME TpeboBaHWSM, yKa3aHHbIM B TEXHUYECKUX YCMNOBUSAX (3agaHuax no GesonacHoctwn). lMpu
3TOM PYHKLMM 6e30NacHOCTM TakuxX CpeacTB AOMKHbI 06ecneynBaTh BbiNONHEHUE HacToAWwmx TpeboBaHui.

(n. 26 B pea. MNpukasza PCTIK Poccun ot 15.02.2017 N 27)

27. B cnyyae 06paboTku B MHpOpMaLUOHHON cucteme MHopMaLmMmn, coaepallern nepcoHarnbHble AaHHbIE,
peanu3yemble B COOTBETCTBUM C MyHKTaMu 21 n 22 HacTosawmx TpeboBaHuin Mepbl 3awuTbl HPOPMaLnK:

ONa  UHOopMaUMOHHOM cucTembl 1 kracca 3awmuieHHocTn obecneumBatoT 1, 2, 3 M 4 ypoBHMU
3aLMLLEHHOCTN NEePCOHAanbHbIX OAaHHbIX <1>;

<1> YcTaHaBnuBaeTCs B COOTBETCTBMM C TpeboBaHMAMW K 3aWwmute MepcoHanbHbIX AaHHbIX MpU KX
obpaboTke B WH(MOPMALMOHHBIX CUCTEMax MNEepCOHanbHbIX AaHHbIX, YTBEPKAEHHbIMU MOCTaHOBMEHUEM
MpaeutenbctBa Poccuiickon deaepaumm ot 1 Hos16pst 2012 1. N 1119.

ANnst MHPOPMALMOHHOW CUCTEMbI 2 Krnacca 3aluiieHHoCcTM obecneunBatoT 2, 3 U 4 ypOBHM 3aALLMLLEHHOCTH
NnepcoHarbHbIX OaHHbIX <*>;

AN MHOPMAaLMOHHOW cucTeMbl 3 Kracca 3alumiieHHOCTU obecneumBaioT 3 U 4 ypoBHM 3aLLMLLEHHOCTU
NepCoHanbHbIX AaHHbIX <*>;

absay, uckrntoueH. - MNMpukas PCTOK Pocemm ot 15.02.2017 N 27.

28. an/l ncnosnb3oBaHNN B I/IH(*)OpMaLI,I/IOHHbIX cucremMmax HoBbIX I/IHCbOpMaLI,I/IOHHbIX TEXHOSOTMI U BbISIBIIEHUN

www.consultant.ru CtpaHuua 19 n3 31
HageXHasa npaBoBas noaaepXxka


http://www.consultant.ru/
http://www.consultant.ru/
consultantplus://offline/ref=680C31677AB46EDE5B6855B9E0BB2233814DD2717CE03227A03AD715650A5094757D4F274550D0FE681715DEA3E309915855758D5FA18F8C61L0J
consultantplus://offline/ref=680C31677AB46EDE5B6855B9E0BB22338145D67E7AE93227A03AD715650A5094757D4F274550D2FE6F1715DEA3E309915855758D5FA18F8C61L0J
consultantplus://offline/ref=680C31677AB46EDE5B6855B9E0BB2233814DD2717CE03227A03AD715650A5094757D4F274550D0FE6F1715DEA3E309915855758D5FA18F8C61L0J
consultantplus://offline/ref=680C31677AB46EDE5B6855B9E0BB2233824FD67B7EEE3227A03AD715650A5094757D4F274550D0FA611715DEA3E309915855758D5FA18F8C61L0J
consultantplus://offline/ref=680C31677AB46EDE5B6855B9E0BB2233814DD2717CE03227A03AD715650A5094757D4F274550D0FF6D1715DEA3E309915855758D5FA18F8C61L0J

Mpuka3 PCTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017) [okymeHT npegoctasneH KoHcynbTaHTlnoc

"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. .. Rata coxpanerus: 26.06.2019

OONOMHUTENbHBIX Yrpo3 6Ge3o0nacHOCTN MHopMaLuK, ANg KOTOpbIX He onpeaeneHbl Mepbl 3almTbl MHOpMaLmK,
OOIMKHbI pa3pabaTbiBaTbCA KOMMNEHCMPYIOLLME Mepbl B COOTBETCTBUM C NMYHKTOM 23 HacToawmx TpeboBaHmii.

Mpunoxexne N 1

k TpeboBaHusM o 3awmTe nHdhopmaumm,

He COoCTaBnAoLWEeN rocyAapCTBEHHYIO TalHy,
cofepxallencs B rocyqapCTBeHHbIX
MHOPMALIMOHHbBIX CUCTEMAX

OMPELENEHME KNACCA SALMLLEHHOCTU MHO®OPMALIMOHHOWM CUCTEMbI

Cnmncok N3MeHsILWNX JOKYMEHTOB
(B pea. Mpukaza PCTIK Poccunm ot 15.02.2017 N 27)

1. Knacc 3awmuieHHocT nHopmMaumoHHon cuctembl (nepBbin knace (K1), BTopon knacc (K2), Tpetun knacc
(K3)) onpepensieTcs B 3aBUMCUMOCTM OT YPOBHSA 3HA4YMMOCTU WHpopmaumm (Y3), obpabaTbiBaeMon B 3TOM
MHPOPMALIMOHHOMW cucTeme, M MacwTtaba MHPOPMaLMOHHON cuUcTeMbl (dedeparnbHbii, pPerMoHarbHbIN,
0OBLEKTOBbLIN).
(8 pea. MNMpukasa CTIK Poccum o1 15.02.2017 N 27)

Knacc sawuwieHHoctu (K) = [ypoBeHb 3Ha4MmMocTu MHpopMauum; Mmacutad cuctembl].

2. YpoBeHb 3HAYMMOCTUM WHOpMaLMM onpedensieTcss CTeMNeHbi BO3MOXHOro yuwiepba ansa obnagartens
WHpopmaumm (3akasumka) n (Mnun) onepaTtopa OT HapyLUeHUs KOHPUAEHUMansHOCTU (HenpaBOMEpHbIE OOCTYM,
KonupoBaHWe, MpefoCTaBfeHNEe WU PacnpoCTpPaHeHWE), LIEMOCTHOCTM (HENPaBOMEPHLIE YHUUTOXEHWE WIKU
MoaudmuupoBaHme) Unm JOCTYNHOCTM (HenpaBoMepHoe B6nokMpoBaHue) nHcopmaumu.

Y3 = [(koHuaeHUNanbLHOCTb, cTeneHb yulepba) (LenocTHOCTb, cTeneHb yuiepba) (OOCTYNHOCTb, CTEeNeHb
ywepba)],

roe creneHb BO3MOXHOrO yuwiepba onpegensetrca obnagatenem uHgopmauum (3akasymkom) u  (unwm)
ornepaTtopoM CaMOCTOATENbHO IKCMEPTHBLIM UINN UHBIMWU MeTOA4aMU U MOXET OblITb:

BbICOKOW, €ecnM B pe3ynbTaTe HapyleHuss OoJHOro M3 CBOWCTB 6e3onacHocTM  MHdopmaumm
(koHpMOEeHUManbHOCTK, LIEeMOCTHOCTU, OOCTYMHOCTU) BO3MOXHbI CYLLECTBEHHblE HeraTMBHble MOCNEeACTBUS B
coumanbHON, NOMUTUYECKON, MEXOYHAPOLHON, SKOHOMUYECKOW, (OMHAHCOBOW UMM NHBIX 00NAaCTAX OEeATENbHOCTMY U
(vn) uwHdopmaumoHHas cuctema u (nnn) onepatop (obnagatens wHGOPMaUMM) HE MOTrYT BbIMOSMHATD
BO3/0XEHHbIE Ha HUX OYHKLMK;

cpegHen, ecnu B pesynbTaTe HapylweHus OZHOrO0 K3 CBOWCTB 6esonacHOCTM  uHdopMaumm
(koHdUAEHUManLHOCTN, LEeNOCTHOCTM, [AOCTYNHOCTU) BO3MOXHbI YMEpeHHble HeraTuBHble MOCneacTBus B
coumanbHOW, NONUTUYECKON, MEXAYHAPOAHON, 3KOHOMMYECKON, (PUHAHCOBOM UMW MHbIX 0BMacTsax AeATeNbHOCTU 1
(vnn) uHdopmaumoHHas cuctema u (unu) onepatop (obnagatene MHAOPMaLMKU) HE MOTYT BbIMOMHATbL XOTS Obl
OfIHY N3 BO3MOXEHHbIX Ha HUX OYHKLMI,

HU3KOW, €ecnM B pesynbTaTe HapyweHus OfHOro u3 CBOMCTB 6e3onacHOCTM  MHApopmauum
(koHUAEHUMANBHOCTK, LIENMOCTHOCTU, OOCTYMHOCTM) BO3MOXHbI HE3HAYUTESIbHbIE HEraTUBHbIE MOCNEACTBUSA B
coumanbHOW, NONIMTUYECKON, MEXOAYHAaPOLHOW, 3KOHOMUYECKOW, (PMHAHCOBOW UMK UHbIX 06NacTaX OeATENbHOCTU U
(vnn) nHdopmaLMoHHasa cuctema u (Mnu) onepatop (obnagaTens UHGOPMaLIMN) MOTYT BbINOMHATL BO3OXEHHbIE
Ha HUX YHKUMM C HegoCTaTouHOM 3(EEKTUBHOCTLIO UMW  BbINOMHEHME YHKUUA BO3MOXHO TOMNBKO C
npuBneyYeHnem OOMNONHUTENbHbIX CUM U CPEACTB.
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Mpuka3 PCTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017)
"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. ..

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.06.2019

MHdopmaums umeeT BbLICOKMIA ypoBeHb 3Hauumoctu (Y3 1), ecnm xoTta Obl AnNss OOHOMO U3 CBOWCTB
Be3onacHocTu uHpopmaumm (KOHPUAEHLMANBHOCTH, LENOCTHOCTU, OCTYMHOCTW) onpeaeneHa BbicoKasi CTeNeHb
ywepba. MHdopmauma nveet cpeoHui ypoBeHb 3HaummocTtu (Y3 2), ecnm xoTa Obl Ans OQHOrO M3 CBOWCTB
Be3onacHoCcTU uHpopmaunm (KOHpUAEHLMaNbHOCTU, LENOCTHOCTM, AOCTYNHOCTU) onpeaeneHa cpeaHsas CTeneHb
ywiepba 1 HeT HM OOHOro CBOWCTBA, AfNsl KOTOPOro onpederieHa Bbicokas cteneHb yulepba. NHdopmaumsa nveet
HM3KNIA ypoBeHb 3HaunmocTn (Y3 3), ecnv anst Bcex cBoncTB 6e3onacHoCcT! nHgopmaummn (KoHbrnaeHUnanbHoCTH,
LeNoCTHOCTU, AOCTYMHOCTW) onpedeneHbl HA3KMe cTeneHn yulepba.

A63au nckntoyeH. - Npukas PCTIK Poccum ot 15.02.2017 N 27.

Mpn obpaboTke B MHGOpMaUMOHHOW cucTeme AByx M 6Gonee BuaoB wmHdopMaumu (cnyxebHasa TawnHa,
HamoroBasi TaHa W WHble YCTaHOBMEHHble 3akoHopaTenbcTBoM Poccuiickon ®epepauun Buabl MHGOPMaLMM
OrpaHMYEHHOr0 AOCTYyNa) YPOBEHb 3HA4YMMOCTU WHcpopmauum (Y3) onpegenatcss OTAENbHO ANs Kaxaoro Buaa
nHpopmaumn. UToroebii ypoBEHb 3HAYMMOCTU WHpopMaunn, obpabaTbiBaeMon B MHAOPMALMOHHOW CUCTEME,
yCTaHaBMNMBaeTCsA MO HaMBbICLUMM  3HAYEHWsIM  CTEMeHW BO3MOXHOro yulepba, onpeaeneHHbiM Ans
KOH(pMAEHUNANbHOCTU, LeNTOCTHOCTM, JOCTYMHOCTU MHAOPMAaLIMMN KaXX4oro Buaa nHdopmMasmn.

3. MhdbopmaumoHHasa cuctema nmeet dedeparnbHbii Maclwitab, ecnu oHa YHKUMOHUPYET Ha TeppuTopum
Poccuiickon ®epnepaumn (B npegenax denepanbHOro okpyra) U MMeeT CermMeHTbl B cybbekrtax Poccuiickon
®enepaumn, MyHuuMnanbHbIX 06pasoBaHuaX 1 (MK) opraHM3aumsx.

NHopmaumnoHHaa cuctemMa MMeeT pervoHanbHbIi mMacwTab, ecnu oHa (MYHKUMOHWPYET Ha TeppuTopun
cybbekta Poccunckon ®egepaumm n umeeTt CerMeHTbl B OQHOM UM HECKOMbKMX MyHUUMNANbHbIX 0Opa3oBaHusx 1
(Mnn) NnoaBeAOMCTBEHHbIX U MHbIX OpraHM3aumsX.

MHdopmaumoHHas cuctema umeeTt o6bEKTOBBIM MacwwiTad, ecnu oHa (OYHKUMOHUPYET Ha obbekTax OgHOro
defepanbHOro opraHa rocyaapCTBEHHOW BriacTW, OpraHa rocyaapCTBEHHOW BracTu cybbekta Poccuinckon
depepaumun, MyHMUMNansHoro obpasoBaHUsa M (MnM) opraHu3aumMm U He UMEET CErMEHTOB B TEPPUTOPUAsIbHbIX
opraHax, NpeAcTaBUTENbCTBaX, hunmanax, NoABEAOMCTBEHHbIX U MHbIX OPraHn3auunsx.

4. Knacc 3awuueHHoCTH VIHd)OpMﬁU,I/IOHHOI?I CUCTEMBI onpeaendaeTcAa B COOTBETCTBUM C Tabnuuen:

YpoBeHb 3Ha4YMMOCTH MacwTab nHpopMaunoHHON CUCTEMBI
WHopmauum
deneparnbHbIi PervoHanbHbIN O6beKkToBbIN
Y31 K1 K1 K1
Y32 K1 K2 K2
Y33 K2 K3 K3

(Tabnuua B pea. MNpukaza PCTIK Poccum o1 15.02.2017 N 27)

Mpunoxexne N 2

k TpeboBaHusAM 0 3awmTe nHdopmalmu,

He CoCTaBnsIoLLEn rocyaapCTBEHHYO TalHy,
cofepxallencs B rocyqapCTBeHHbIX
NMHOPMALIMOHHBIX CUCTEMAaX

COCTAB
MEP 3ALLNTbI MHOPOPMALIMN N X BA3OBbLIE HABOPbI
ANA COOTBETCTBYIOLWENO KNACCA 3ALLMLEHHOCTU
NH®OPMALIMOHHOWN CUCTEMbI
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Mpuka3 PCTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017)
"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. ..

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 26.06.2019

CnmncoK N3MEHSLWNX JOKYMEHTOB
(B pea. MNpukasza PCTOK Poccum ot 15.02.2017 N 27)

YcnoBHoe Mepsbl 3aWmTbl MHOpMaLMK B MHGPOPMALMOHHbLIX CUCTEMaX Knacchl
obo3HaveHune 3aLUMLLEHHOCTH
N Homep MHOPMaLIMOHHOW
Mepbl CUCTEMBI
3 2 1

I. MpeHTudmkaumsa n ayteHTudmrKaumsa cyobekToB gocTtyna n obbektos goctyna (MAD)

NAD.1 VoeHTudukaums un  ayTeHTMduKaumss nonb3oBaTenewn, + + +
ABNAILLMXCA paboTHMKaMK onepartopa

NAD.2 VoeHTudukauma wn ayteHTUdUuKaums YCTPOMCTB, B TOM + +
ynucne CTauMoHapHbIX, MOOUIbHBIX U MOPTATUBHbIX

NAD.3 YnpaBneHve vaeHTudmkaTtopamu, B TOM 4ucre cosgaHue, | + + +
NMPUCBOEHNE, YHUUTOXEHNE MOEHTUNKATOPOB

NAD .4 YnpaBneHve cpegctBamu ayteHTudumkaumm, B TOM uucne| + + +
XpaHeHue, Bblaya, wHMUManu3aums, brnokumpoBaHme CpeacTs
ayTeHTUdUKaLUUM 1 NPUHATUE Mep B Crydae yTpaTtbl U (Mnu)
KoMnpomeTauun CpeacTs ayTeHTudmukaummn

NAD.5 3awmTta obpaTHOM CBSA3M NpW BBOAE ayTEHTUMDUKALMOHHON | + + +
MHopmMaumn

NAD.6 VpoeHTudukaums n ayteHTUdMKaumsa noneb3osartenen, He| + + +
ABNSAOLLUXCA paboTHUKamu oneparopa (BHeLWwHNx
nonsb3oBartenem)

NAD.7 WpeHTndukauma n ayteHTudukauma obbekToB dannosomn

CUCTEMBI, 3anyckaembiX MU UCMOMHSAEMbIX MOAYMNen, 00BbEKTOB
cucTeM ynpasnennsa 6asamm gaHHbIX, 0O BEKTOB, CO34aBaEMbIX
NpuKnagHbIM U cneumanbHbIM NporpaMMHbiM obecneyeHnem,
MHbIX OO6BEKTOB AOCTyNa

Il. YnpaBneHue goctynomM cybbekToB goctyna k oobektam goctyna (YI4)

yrng.A YnpaBneHve (3aBegeHue, aktuBauud, OnokuposaHne un| + + +
YHUUYTOXEHME) YYeTHbIMU 3anucsamm nonb3oBaTtenen, B TOM
yKcne BHELUHMX Nonb3oBaTenen

yrna.2 Peanusaumss HeobGXoOMMbIX METOOOB (OMCKPELMOHHbIN, | + + +
MaHOAaTHbIA, PONEBON WM WHOW MeTOA), TUMOB (4YTeHwue,
3anuncb, BbIMNOSIHEHWE MMM MHOW TWM) 1 NpaBus pasrpaHnyeHus
goctyna

yna.3 YnpaBsneHve (unbTpaumd, MapLpyTusaums, KOHTpoOnb | + + +
COeIHEHUN, OAHOHanpaBneHHas nepefada U UHble cnocobbl
ynpaBreHust) VMHGOPMALMOHHBIMM noTokamu mMexagy
yCTpOMCTBaMKM, CerMeHTamum WH(OPMaLMOHHON CUCTEMBI, a
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Mpuka3 PCTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017)

"O6 yTBepxxaeHun TpeboBaHuii 0 3almTe MHpOPMaLIMK, HE COCTaBISIHO. ..

[okymeHT npegoctasneH KoHcynbTaHTlnoc

[ata coxpaHeHusi: 26.06.2019

TaKkke Mexny VIH(bOpMaLlVIOHHbIMVI cucreMmamm

yng.4

PasgeneHne  nonHomMouuMn  (ponew)  nonb3oBaTtenewn,
agMUHUCTPaTOpPOB " nmu, obecneynBaroLLmX
G YHKUMOHNPOBAHNE NH(POPMALIMOHHOW CUCTEMBI

yna.s

HasHauyeHne  MMHMManNbHO  HeobxoaMMbIX MNpaB WU
npuBunerMn nonb3oBaTensiM, agMMHUCTpaAToOpaMm W nuuam,
obecneunBaroumMm  PYHKUNOHNPOBAHNE  MHOPMALIMOHHON
CUCTEMBbI

yng.e

OrpaHnyeHune HeycneLHbIX MonbITOK BXofa
MHOPMaLMOHHYIO cucTeMy (ZocTyna K WHOpMaLMOHHO
cucTeme)

B
n

ynap.7

MpepynpexaeHne nonb3oBaTenss Mpu  ero Bxoge B
NHOPMALIMOHHYIO CUCTEMY O TOM, YTO B WMHGPOPMAaLMOHHOW
cUCTEME peanu3oBaHbl Mepbl 3aWwuTbl MHdOpPMaUMK, U O
HeobxoaMMocTH cobnoaeHMsI UM YCTaHOBIIEHHbLIX ONepaTopoM
npasun 06paboTkn nHdopmMaLumm

yna.s

OnoBelleHne nonb3oBaTens nocne YcnewHoro BxoAa B
MHOPMALIMOHHYIO CUCTEMY O €ero npegbigylliem Bxode B
NH(OPMALIMOHHYIO CUCTEMY

yng.9

OrpaHundeHune 4ucna napannernbHbIX ceaHcoB AocTyna Ans
Kaxdo y4eTHoOW 3anucu nons3oBatens WMHPOPMAaLMOHHOW
cuUcTeMBbI

yrpa.10

BJ'IOKI/IpOBaHMe CeaHCa [[octyna B VIHCbOpMaLI,VIOHHYIO
cuctemy nocrne YCTaHOBJIEHHONO BpeMeHUu OespgencTeus
(HeaKTMBHOCTI/I) nonb3oBaTesnid Unu no ero 3anpocy

yrna.11

PaspelueHue (3anpeT) aencrTeui nonb3oBaTenen,
paspeLleHHbIX 40 ngeHTudmkaumm n ayteHTmdnkaumm

yrpa.12

Mopaepxka n coxpaHeHne aTpubyToB 6e3onacHoOCTU (MeToK
©e3onacHoCcTH), CBA3aHHbIX C MHGOpMauMen B npouecce ee
XpaHeHus n 0bpaboTku

yra.13

Peannzauna 3almiieHHoro yAaneHHoro oocrtyna Cy6'beKTOB
gocrtyna K obbekTam nocrtyna yepes BHeLlHne
MH(bOpMaLI,VIOHHO-TeJ'IeKOMMyHl/IKaLIMOHHbIe ceTn

yNa.14

PernameHTau,vm n KOHTPOI1b MCNoJ1ib30BaHUA B
MHPOPMALIMOHHONW  cucTeMe  TexHonmorun  6ecnpoBOAHOroO
goctyna

yrna.1s

PernameHTauuss 1M KOHTpPOMb  WCMOMb30BaHUs B
NHOPMALIMOHHOW cUCTEME MOBUMbHBIX TEXHUYECKNX CPeacTB

yrpa.16

YnpaBneHve B3avMOAEWCTBMEM C WHEOPMALMOHHBIMM
cucTeMamu CTOPOHHMX opraHusaumn (BHELLHME
WH(POPMAaLIMOHHbIE CUCTEMBI)

ynp.a7

O6ecneyeHne [OBEPEHHON 3arpysku CpeAcTB
BbIYUCTIUTENBHON TEXHWUKU
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[ll. OrpaHuyeHne nporpammHon cpeapl (OlNC)

orc.1

YnpaBneHve 3anyckoMm (obpalieHnsmMu)  KOMMNOHEHTOB
nporpaMmHoro obecnedyeHns, B TOM YuCNe oOnpeaeneHue
3anyckaemMblXx KOMMOHEHTOB, HAacTpOMWKa napameTpoB 3arnycka
KOMMOHEHTOB,  KOHTPOMb  3a  3aMyCKOM  KOMMOHEHTOB
nporpammHoro obecneveHus

orc.2

YnpaBneHve YCTaHOBKOW (MHCTannsumMen) KOMMOHEHTOB
nporpaMmHoro obecnedyeHns, B TOM 4uCNe oOnpeaeneHue
KOMMNOHEHTOB, noanexatumx yCTaHoBKe, HacTponka
napameTpoB  YCTAHOBKM  KOMMOHEHTOB,  KOHTPOMb  3a
YCTaHOBKOW KOMMNOHEHTOB NpOorpaMMHOro obecneyeHuns

onc.3

YctaHoBKa  (MHCTannsauus) TOMbKO — paspelueHHoro K
NCMONb30BaHWIO MPOrpaMMHOro obecneyeHuss u (Mnm) ero
KOMMNOHEHTOB

onc.4

YnpaBneHve BpeMeHHbIMK harinamu, B TOM Yucne 3anper,
paspeLleHue, nepeHarnpasneHue 3anucw, yaanexue
BPEMEHHbIX hannos

IV. 3awuta MawmnHHbIX HocuTenen uHdopmauum (3HN)

3HN.1

Y4yeT MalUMHHbIX HOCuTenen nHpopmarmm

3HWN.2

YnpaBneHve  OOCTYNMIOM K MaLlUMHHLIM  HOCUTENAM
MHpopmauum

3HN.3

KoHTponb nepemMeLleHns MaLUUHHbIX HocuTenewn
NMHpopmMaLunn 3a npegernsl KOHTPONUPYEMOM 30HbI

3HN.4

WckntoueHne BO3MOXHOCTU HecaHKLMOHNPOBAHHOIO
03HAKOMJIIEHUSI C coAepXKaHnem MHAOPMaLUK, XpaHsiLencs Ha
MaLUMHHBIX HOCUTensx, U (MnKn) WCMONb3OBaHUA HocUTeneWn
MHbopMaLIMK B MHBIX MHEDOPMALIMOHHBIX cUCTeMax

3HWN.5

KoHTponb uncnonb3oBaHusa uHTepdpencos BeBoda (BbiBOAA)
WMHpopMaunn Ha MaLUNHHbIE HOCUTENX MHOopMaLnn

3HWN.6

KoHTponb BBOAa (BbiBOAA) MH@OPMaUUW Ha MallUHHbIE
HocuTenn nHopmMaLlmm

3HN.7

KoHTponb NOAKIHOYEHNS MaLLMHHbIX HocuTenen
MHpopmMaumn

3HN.8

YHuuTOXEHUE (CTUpaHue) wHPOPMaUMM Ha MaLLMHHbIX
HoCcUTENsAX NpW UX nepegade mexgy nonb3oBaTensmu, B
CTOPOHHWE OpraHu3auuv Ans pemMoHTa unu yTunusauuu, a
TaKkKe KOHTPOSb YHUYTOXEHUS (CTUpaHus)

V. Pernctpauus cobbituii 6esonacHoctn (PCB)

PCB.1

OnpepeneHne coOblTun  Ge3onacHOCTK,  MNoafexalumx
permcTpaumm, U CPOKOB X XpaHeHUs!

PCB.2

OnpepeneHve cocTaBa W COAEpXaHWs MHMOpPMauuM o
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coObITUSAX Ge3onacHOCTH, NOANEXaLLMX perncrtpaunn

PCB.3

Cbop, 3anucb M XpaHeHuMe uHdopMauun o CcobbITUAX
6e30nacHOCTK B TeYEHME YCTAHOBIEHHOIO BPEMEHMN XPaHEHUS

PCb.4

PearvpoBaHve Ha cbou npu peructpauum cobbiTui
B6esonacHoCcTW, B TOM 4ucrie annapatHble U MporpaMMHble
owmnbkn, cbonm B MexaHuMaMax cbopa uHdopmauun U
OOCTWKEHWe npegena wunu nepenonHeHus obbema (emkocTn)
namsTu

PCB.5

MOHUTOPWHT (MPOCMOTP, aHanun3) pesynbTaToB perucrTpauunm
cobbITUiA Ge3onacHOCTU 1 pearMpoBaHne Ha HUX

PCB.6

"eHepypoBaHMe BPEMEHHbIX METOK U (MMK) CUHXPOHU3aLMA
CMCTEMHOrO BpeMeHn B UHHOPMALIMOHHOW cucTeme

PCB.7

3awmTa nHdpopmaumm o cobbiTusix GesonacHocTn

PCB.8

ObecneyeHne BO3MOXHOCTM MpocMOTpa W  aHanu3a
MHdOpMaumMM O [OEeNCTBUMAX OTAENbHbIX MOMb3oBaTenen B
MHOPMAaLIMOHHON cucTeme

VI. AHTnBUpycHas 3awmTa (AB3)

AB3.1

Peannszauusa aHTVIBI/IpyCHOI7I 3alnTbl

AB3.2

O6HoBneHne 6asbl AaHHbIX MPU3HAKOB BPEOOHOCHbIX
KOMMNbIOTEPHbIX NpOrpamMm (BUpPycoB)

VII. O6HapyxeHune BTOpXeHun (COB)

COB.1

O6HapyxeHue BTOPXEeHUN

COB.2

O6HoBnEHNe 6a3bl peluatoLLmnx NpasBu

VIIl. KoHTponb (aHanu3s) 3awuweHHocTr nHdopmauum (AH3)

AHS.1

BbisBrneHne, aHanus yaA3BMMOCTEN  MHGOPMAaLMOHHOW
CUCTEMBI W OMepaTMBHOE YCTPaAHEHME BHOBb BbISBIEHHbIX
ys13BUMOCTEN

AH3.2

KoHTponb YCTaHOBKM OBHOBEHNI nporpaMmHoro
obecneveHus, BKITto4as o6HoBNEeHNe nporpamMmmHoro
obecneyeHuns cpeacTB 3aWnTbl MHGOPMaLUK

AH3.3

KoHTponb paboTocnocobHOCTM, NapamMeTpoB HACTPOMKU U
npaBuNbHOCTU YHKLMOHNPOBAHUA nporpaMmmHoro
obecneyeHns 1 CpeacTB 3aWwnTbl MHOPMaLK

AH3.4

KOHTpOJ'Ib CoCTaBa TeXHUYEeCKMX cpeacTtB, MnporpamMmmHoOro
obecneyeHns U cpencTsB 3alnTbl I/IH(bOpMaLI,VII/I

AH3.5

KoHTponb npaBun reHepauMmM W CMEHbl  naponewn
nonb3oBaTenen, 3aBefeHuss W yaaneHus y4YeTHbIX 3anucen
nonb3oBaTteneu, peanusauMmM  npaBun  pasrpaHUYeHUs
OOCTynoM, MOMHOMOYMIA MNonb3oBaTenen B MH(OPMALNOHHOMN
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cucrteme

IX. O6ecne4veHne LenoCcTHOCTM MHPOPMALMOHHOW cnuctemsl 1 nHgopmavmm (OLLT)

oA KoHTponb  UEenocTtHocTM nporpammHoro  obecneveHus, + +
BKIIOYAA nporpamMHoe obecneyeHve CpeacTB  3awuThl
nHcpopmaLum

ouJ.2 KoHTponb LEenocTHOCTU WHopmMaumn, copepxallenca B

6a3ax gaHHbIX MHPOPMAaLMOHHON CUCTEMBI

oun.3 O6ecneyeHne BO3MOXHOCTU BOCCTaHOBMEHUsA | + + +
nporpamMmmMHoro o6ecnequV|;|, BKIn4vas nporpammHoe
obecneyeHve cpencrts 3amThl nHdopmaLuuu, npu
BO3HMKHOBEHNN HELWUTATHbIX cmyau,mﬁ

oun.4 OGHapyXeHne © pearMpoBaHuMe Ha MOCTyMN/eHNne B + +
MH(OPMALIMOHHYIO CUCTEMY He3arnpalluBaeMbIX 3MEKTPOHHbIX
coobLieHun (nucem, AOKYMEHTOB) M WHOW MHAOpMauuu, He
OTHOCAWMXCA K (PYHKUMOHMPOBAHMIO  MHPOPMALIMOHHON
cucTeMsbl (3alumTa oT cnama)

ouJ.s KoHTponb copep)xaHus WHgopMauun, nepegaBaemMon u3
MH(OPMALIMOHHOW CUCTEMBI (KOHTEMHEPHBIA, OCHOBAaHHbLIA Ha
cBovicTBax obbekTa 4OCTyna, U KOHTEHTHbIA, OCHOBaHHbIA Ha
noucke  3anpelleHHon K nepejadye  wWHopmauum C
MCMonb3oBaHWEM CUrHaTyp, MacoK W WHbIX METOAOB), W
WCKNIOYEHMe HernpaBoOMepHOW nepejayn wuHdpopMaumm u3
NHPOPMaLIMOHHON CUCTEMBI

ous.e OrpaHuyeHure npas nonb3oBaTenen No BBogy MHoOpMauum +
B MH(POPMALMOHHYIO CUCTEMY

oun.7 KOHTpOMb TOYHOCTWU, MNOSIHOTbI M MPaBUIBHOCTU AdaHHbIX,
BBOAUMbIX B MH(POPMALMOHHYIO CUCTEMY

ous.s KoHTponb owmnboyHbIX AEACTBUIA MONb3oBaTENEN Mo BBOAY
n (vnn) nepegade uWHopmMauuy U nNpegynpexaeHve
nonb3oBaTtenen 06 oLWNBOYHbIX 4ENCTBUSX

X. ObecneyeHne goctynHocty uHcdopmaumm (OOT)

oaT.1 Mcnonb3oBaHMe 0TKa30yCTONYMBbLIX TEXHUYECKUX CPEeACTB +

oAaT.2 PesepBupoBaHMe TEXHMYECKMX CPEeACTB, MPOrpamMMHOro +
obecneyeHns, KaHanoB nepefavvM WHgopmauun, CpeacTs
obecneyeHns pyHKUNOHMPOBAHNSI HOPMALIMOHHOW CUCTEMBI

oAaT.3 KoHTponb 6e30Tka3HOro (yHKLUMOHMPOBAHNS TEXHUYECKMX + +
cpeacTs, obBHapyxeHune " nokanusauus OTKa30B
DYHKLMOHUPOBAHUSA, MPUHATME Mep MO BOCCTAaHOBMEHUIO
OTKa3aBLUMX CPeACTB 1 UX TECTUPOBaHMe

oAaT.4 MNepunogmyeckoe pesepBHOE KOMMpPOBaHWE MHGOPMaUUK Ha + +
pes3epBHbIE MaLUVMHHbBIE HOCUTENU NHGOPMaLIMK

oAarT.s ObecneyeHne BO3MOXHOCTU BOCCTAHOBNEHUA MHOpMaLLnn + +
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C pe3epBHbIX MaLLUHHbLIX HOocUTenen MHopMmauun (pesepBHbIX
KOMWiA) B TEYEHNE YCTaHOBMEHHOIO BPEMEHHOIO MHTepBarna

OAT.6 KnacTtepusaums WMHOPMALMOHHON CUCTEMBbI U (Mnn) ee
CErMeHToB
oarT.7 KoHTponb COCTOSIHMA UM KayecTBa nNpeaoCTaBfeHus + +

YMOMHOMOYEHHbIM  NTULOM BblYUCIIUTENbHBIX  pecypcoB
(MoLLHOCTENr), B TOM Yucrne no nepegaye nHgpopmaumm

Xl. SawwTa cpeabl BupTyanusauun (3CB)

3CB 1 UpeHTndukauma n ayteHTuduUkauusa cydbektoB goctyna n| + + +
00BbeKTOB AoCTyna B BMPTyanbHOW WHMPACTPYKType, B TOM
yncne agMUHUCTPaTOpPOB ynpaeneHus cpeacTBamm
BMpTYyanusauuu

3CB.2 YnpaBneHne [JoCTyrnoM cyObekToB gocTyna k obbektam | + + +

[OCTyNa B BUPTYyarnbHOW MHPACTPYKType, B TOM YMCIE BHYTPU
BMPTYanbHbIX MaLIWH

3CB.3 Pernctpaumns cobbiTii  6e3onacHocTM B BUpTyamnbHOW | + + +
WH(ppacTpykType

3CB.4 YnpasneHve (punbTpauuns, MapLuipyTusaums, KOHTPOfb + +
coeguHeHus, OgHOHanpaBneHHasd nepegada) MOTOKaMu
MHpopmauum Mexay KOMMOHEeHTaMu BUPTYyarnsHON
WHPACTPYKTYpbl, a Takke N0 NepumMeTpy BUPTyasrbHON
WHPPacTPYKTypbI

3CB.5 [osepeHHas 3arpyska cepBepoB BMUpTyanu3aumm,
BMPTYyanbHOW MalUuHbl (KOHTerHepa), cepBepoB YnpaBreHus
BUpTYyanusauuen

3CB.6 YnpaBneHve  nepemMelieHMeM  BUPTyanbHbIX  MaLLMWH + +

(koHTEenHepoB) N obpabaTbiBaeMbIX Ha HUX OAHHbIX

3CB.7 KoHTponb LEenocTHOCTU BUPTyarbHOW WHMPaCTPYKTypbl U + +
ee KoHdurypaummn

3CB.8 PesepBHOe  KkOMMpOBaHME  [OaHHbIX, pe3epBUpoOBaHUE + +
TEXHNYECKNX cpencTs, nporpaMMHoro obecneyeHuns
BUPTYanbHOM WHPPACTPYKTypbl, a TaKKe KaHaroB CBA3N
BHYTPUY BUPTYanbHOW MHAPACTPYKTYPbI

3CB.9 Peanusaums w»n ynpasneHue aHTUBUMPYCHOW 3awuTton B| + + +
BUPTYyanbHON UHpacTpykType

3CB.10 Pa3bueHne BupTyanbHOM WHAPACTPYKTYPbl Ha CErMeHTbl | + + +
(cermeHTVpOBaHMe  BUPTyanbHOM  MHPACTPYKTypbl)  Ans
00paboTkmn MHOopMauun OTAErNbHbIM MOMb3oBaTeneMm u (Mnm)
rpynnow nonb3oBaTenemn

XIl. 3awmTa TexHu4veckmx cpeacts (3TC)

3TCA1 3awmta uHGopmaumm, obpabaTbiBaeMON TEXHUYECKMMMU
cpencTBaMu, OT €€ YTEUKN MO TEXHUYECKUM KaHanam
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3TC.2 OpraHusaunsi KOHTPONMPYEMOW 30HbI, B Mpefenax kotopon | + + +
MOCTOSIHHO  pa3MeLalTcs  CTauuoHapHble  TeXHU4YecKkue
cpeactea, obpabGaTbiBaowme umHGOpMauuMio, W cpeactea
3aWwuTbl UHopmaumm, a Takke cpeactea obecnedeHus
PYHKLMOHUPOBAHUS

3TC.3 KoHTponb 1 ynpaBneHne uandeckum Joctynom K| + + +
TEXHUYECKMM cpefcTBaM, CpeAcTBam 3allmTbl MHGOpMaLmK,
cpegctBaMm obecneyeHnss (YHKLUMOHMPOBaAHUSA, a TaKkke B
MOMELLEHNS N COOPYXEHWS, B KOTOPbIX OHW YCT@HOBIIEHBI,
UCKNIoYaoLLme HeCaHKUNOHUPOBAHHbBIA (PU3NYECKUA JOCTYN K
cpeactBam 06paboTku  uHopmaumm, cpencrteam  3alUMThbI
nHdopmaumm n cpeacteam obecneveHns yHKUNOHMPOBaHNS
MHOOPMALIMOHHOW CUCTEMbI U MOMELLEHUS U COOPYXEHUs, B
KOTOPbIX OHW YCTaHOBMEHbI

3TC.4 Pa3melueHne YCTPOWNCTB BbIBOAA (oToOpaxenus) | + + +
UHopMaUMK,  UCKNoYallee ee  HeCaHKUMOHUPOBAaHHbIN
NpoOCMOTp

3TC.5 3awmta OT  BHEWHMX  BO3OEWCTBUA  (BO3LENCTBMN +

OKpyKatollel cpenbl, HecTabuNbHOCTU 3MneKTpocHabXeHus,
KOHAVLIMOHUPOBAHUSI U UHBIX BHELLHMX (DaKTOpPOB)

XIll. 3awmTa nHHOpMaLMOHHON CUCTEMBI, €e CPEACTB, CUCTEM CBA3W U nepepaym gaHHbIx (3UC)

31C.1 PaspeneHne B wnHoOpMaLMOHHON cucTeme YHKLMIA MO + +
yrpaBneHunto (agMuHUCTpUpOBaHMIO) MHGOPMaLMOHHON
CUCTEMOW, YynpaBneHno (agMUHUCTPUPOBAHUIO) CUCTEMOWN
3awWmTbl UHopMaumm, dyHKUMIA No obpaboTke MHOpMauun un
WHbIX PYHKLMI MHPOPMALIMOHHON CUCTEMBI

31C.2 MpepoTBpalleHne 3agepKku Unm npepbiBaHnst BbIMONIHEHNUSA
NpOLECcCoB C BbICOKUM MPUOPUTETOM CO CTOPOHLI MPOLECCOB C
HU3KUM MPUOPUTETOM

3NnC.3 ObecneyeHve 3awutbl uHdOPMaUMM OT  packpbiTus, | + + +
mMoamudmKaumMm 1 HaBsa3biBaHMS (BBOAA NOXHOW MHOpMaLmu)
npu ee nepepade (NOAroToBKe K nepeaave) No KaHanam CBA3N,
UMELWUM BbIXO 3a npefenbl KOHTPONMPYEMON 30HbI, B TOM
yncne 6ecnpoBOAHbIM KaHanam CBsi3n

3nc.4 ObecneuyeHve [OBEpeHHbIX KaHana, MaplpyTta mexagy
agMUHUCTPaATOpOM, MONb3oBaTenemM W cpeactBaMu 3aluThbl
nHpopmaumm (PyHKUMAMM ©e30NacHOCTU CPEeACTB  3aLuTbl
nHdopmaumm)

3NC.5 3anpeT HecaHKUMOHUPOBAHHOW yOarneHHOW akTueBauum | + + +
BYaeoKkamMep, MUKPOPOHOB U UHBIX NEPUDEPUNHBIX YCTPOWCTB,
KOTOpble MOryT aKTMBUPOBATLCA YyAaNeHHO, U OMoBELLeHne
nonb3oBarernen 00 akTUBaLMM TakKNx YyCTPONCTB

3MC.6 Mepenava " KOHTPOMb  LENOCTHOCTU  aTpubyToB
B6esonacHocT  (MeToKk  6e30MacHOCTM),  CBSA3@HHbIX  C
WHpopmaumennr, npu obmeHe wuHpoOpMauMen C  UHbIMU
WH(POPMALIMOHHBIMU CUCTEMaMU
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3nC.7

KoHTponb CaHKLUVOHUPOBAHHOIO " WCKIoYeHNe
HeCaHKLUMOHMPOBAHHOIO MCNONb30BaHuUs TEXHONornmn
MOOWMNbHOrO KOda, B TOM 4uCNe peructpaumsa cobbiTun,
CBSI3aHHbIX C MCMNOMb30BaHNEM TEXHOMOrMiM MobunbHOro Koaa,
UX aHanM3 u pearnpoBaHUEe Ha HapylleHusl, CBSA3aHHble C
MCMNOMb30BaHNEM TEXHONOIMN MOBUMNBHOIO Koaa

31C.8

KoHTponb CaHKLMOHUPOBaHHOMO " UCKIIoYeHne
HeCaHKLMOHNPOBAHHOMO UCMOMb30BaHWA TEXHOMOMMIA nepeaayn
peys, B TOM u4uCne peructpauus cobbiTWiA, CBA3AHHBIX C
NCMNOMb30BaHWEM TEXHOMOrMN nepefayvn peyu, MxX aHanms u
pearMpoBaHve Ha HapyLLeHWsi, CBA3aHHbIE C UCMOMb30BaHNEM
TEXHOMNOIrMIN nepegayn peyu

31C.9

KoHTponb CaHKLMOHUPOBAHHON " NCKIIoYeHne
HeCaHKUMOHMPOBaHHOW nepedayn BuMAaeouHopMauun, B TOM
yucne peructpaumsa cobblTi, CBfA3aHHbIX C Mepegjadven
BMgeouMHdopMauum, WX aHanM3 WM pearMpoBaHne  Ha
HapyLleHuns, CBA3aHHble C nepedaden BugeomHdopmaumnm

31C.10

I'Iop,TBepmp,eHme nponcxoxaeHna NCTo4YHuKa VIHCbOpMaLI,VIVI,
I'IOJ'Iy‘-IﬁGMOVI B npouecce onpeperneHna ceTeBblX agpecoB Mno
ceteBbiM MMEHaM Wi onpegeneHna  cetTeBbiXx WMEH 1Mo
ceTeBbiM agpecam

31C.11

ObecneyeHre NOANNHHOCTA CETEBbLIX COEAMHEHMUI (CeaHCOoB
B3aMMOAEWCTBMSA), B TOM 4ucrne Ans 3awutbl OT MOAMEHbI
CeTeBbIX YCTPOWCTB U CEPBUCOB

3nC.12

VcknioyeHne BO3MOXHOCTM OTpuL@HMA Morfb3oBaTenem
hakTa oTnpaBKn NHopMaLmm Apyromy nons3osarternto

31C.13

McknioyeHne BO3MOXHOCTU OoTpuUuaHnA noJib3oBaTeniem
CbaKTa nony4yeHud VIH(bOpMaLI,MM OT Apyroro nonb3oBaTternA

31C.14

VMcnonb3oBaHve YCTPOWCTB TepMMHarbHOro Aoctyna ans
06paboTkn nHopmavmm

31C.15

3awmta apxuBHbIX (painnoB, NapamMeTpoB HACTPOMKU
cpencTB 3alnTbl MHGOPMaLMM U NporpaMmmHoro obecneyeHus
N WHbIX AaHHbIX, He noanexawux WM3MeHeHW B npolecce
06paboTkn nHopmaumm

31C.16

BbisiBneHue, aHanus u 6rnokupoBaHue B MHDOPMALMOHHOW
CUCTEME CKpbITbIX KaHanoB nepedayn UHgopMaumMu B 06xof
peanu3oBaHHbIX Mep 3alWuTbl WHOPMAaUWUM UNU  BHYTPU
pa3peLleHHbIX CeTEeBbIX NMPOTOKOIOB

3nC.17

Pa3bueHne WHPOOPMALMOHHON CUCTEMbI Ha CErMeHTbl
(cermeHTMpoOBaHMe WHOPMALIMOHHON CUCTEMBDI) "
obecneyeHve 3alWmThI nepuMeTpoB CErMeHTOB
MHOPMAaLIMOHHON CUCTEMBI

31C.18

ObGecneyeHne 3arpyskm W WUCMOSIHEHWUS MPOrPaMMHOIO
obecneyeHnss C  MaWWHHBIX  HOcuTenen  mMHdopMaLmy,
OOCTYMHbIX TONMbKO ANSl YTEHWsl, M KOHTPOSb LENOCTHOCTU
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AaHHOro nporpamMmmHoro obecneyeHus

31nC.19

M3onsauma  npoueccoB  (BbIMOMHEHME  nporpamm) B
BblAeneHHon obnactu namaTm

31C.20

3awmta 6ecnpoBOAHbLIX COEAWHEHWUW, MNPUMEHSIEMbIX B
WH(POPMaLIMOHHON cucTeme

31C.21

VMckntoyeHne goctyna nonb3oBatens K UWHdopmauum,
BO3HUKLLEN B pesynbTaTte JencTBumn npegblayLero
nonb3oBaTtesfis 4Yepe3 pPeecTpbl, ONepaTMBHY  MNaMsIThb,
BHELUHME 3anoMuHaloWwme YCTPOUCTBA WM WHble obwme ans
nonb3oBarersen pecypcbl NHPOPMAaLMOHHON CUCTEMBI

3nC.22

3awwTa NHOPMALIMOHHOMN cucTeMsbl oT yrpos
©e3onacHOCTU WHMOpMaUUW, HanpaBfeHHbIX Ha OTka3 B
o6cnyxnBaHUN MHPOPMALIMOHHON CUCTEMbI

31C.23

3awmta nepumeTpa (PuU3nYECKMX U (UNKN) MOrMYECKUX
rpaHuLl) MHPOPMALIMOHHOM CUCTEMBI MPU €€ B3aMOOENCTBUM C
WHbIMW NMHGOPMALMOHHBIMM cuctemamu n
NHHOOPMALIMOHHO-TENEKOMMYHUKALNOHHBIMW CETAMM

31C.24

I'Iperau.l,eHVle CeTeBbIX COEAWHEHUM NO WX 3aBepLleHnn
mnm no wucteydyeHnn 3agaHHoro onepatopomMm BpeMEHHOro
MHTEpBaJia HEaKTMBHOCTN CETEBOro coeagunHeHunsa

31C.25

Mcnonb3oBaHve B MHGOPMALMOHHOW cuUCTeMe unu ee
CerMeHTax pasfuyHblX TMNOB 0BLLECUCTEMHOIO, NPUKNAAHOro U
cneumanbHOro  nNporpaMMHoro  obecneyeHuss  (cosgaHue
reTeporeHHon cpenpl)

31C.26

Wcnonb3oBaHne NpUKNagHoro " cneumanbHoro
nporpamMmHoro  obecneyveHus,  MMeKLUX  BO3MOXHOCTb
byHKUMOHMPOBaHMSA B cpefax pasfuyHbIX OnepauMoHHbIX
cuctem

3nC.27

CospgaHne (amynaums) NOXHbIX MH(POPMALMOHHBIX CUCTEM
UM X KOMMOHEHTOB, NpeAHa3HayYeHHbIX AN OBHapyXeHus,
perncTpaumm M aHanusa AenCTBMIA HapyluvMTenen B npouecce
peanusauum yrpo3 6esonacHocT nHdopmauum

31C.28

BocnpoussegeHne MNOXHbIX W (MNX) CKPbITUE WCTUHHBIX
oTAeNbHbIX WHPOPMALMOHHBIX  TEXHOMOrnMn " (nnn)
CTPYKTYPHO-(PYHKLIMOHATbHbIX XapaKTepuUcTuK
NHPOpPMaLIMOHHON cucTemsl unm ee CEerMeHTOB,
obecneumnBarollee HaBsA3blBaHME  HAPYLUUTENIO  JIOXKHOro
npeacTaBneHnst 00 UCTUHHBIX MHPOPMALIMOHHBIX TEXHOMOMMSX
n  (Mn)  CTPYKTYPHO-(PYHKUMOHASBHBLIX  XapaKkTepUcTUKax
WHPOPMaLIMOHHON CUCTEMBI

31C.29

MepeBog WHMOPMALMOHHON CUCTEMbI UNU €e YCTPOWUCTB
(kKOMNOHEHTOB) B 3apaHee oOnpefernieHHy KoHdurypaumio,
obecneumnBawollyo  3awuty  uHdopmaumM, B Chy4ae
BO3HMKHOBEHUM OTKa3oB (cboeB) B cucTemMe  3aWuTbl
MHdopMaunm NHHOPMaLMOHHON CUCTEMBI
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31C.30 3awmTa MOBMbHBIX TEXHUYECKUX CPEACTB, MPUMEHSIEMbIX B|  + + +
MHOPMaLIMOHHON cucTeme

"+" - Mepa 3awmTbl WHoOpMauuM BKIOYeHa B 6a30BbIi HAabop Mep Onsi COOTBETCTBYHOLLEro Kracca
3aLUMLLEHHOCTU MHGOPMALMOHHON CUCTEMBI.

Mepbl 3awWwmnTbl MHOpMauuKn, He o0603HayYeHHble 3HakoM "+", MPUMEHSTCA Npu aganTauum 0a30BOro
Habopa mMep u yTo4YHEeHUMM aganTupoBaHHOro 6a3oBoro Habopa mMep, a Takke nNpu pas3paboTke KOMMEHCUPYIOLLMX
Mep 3aLumTbl MHpopMaLn B MHAOPMALIMOHHOW CUCTEME COOTBETCTBYHIOLLENO Krnacca 3alyULLEeHHOCTMH.

www.consultant.ru CtpaHuua 31 n3 31
HageXHasa npaBoBas noaaepXxka


http://www.consultant.ru/
http://www.consultant.ru/

